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Preface

In the wake of an alarming number of espionage cases involving cleared U.S.
employees in the early-to-mid 1980s, the DoD Security Review Commission under the
chairmanship of General Richard G. Stilwell, USA (Ret.) recommended that a personnel
security research center be set up. In 1986 PERSEREC was established. The center was
charged with producing data-based information for policymakers to facilitate making
informed decisions on personnel security policy, with the ultimate aim of reducing the
likelihood of people committing espionage.

People are drawn to espionage for a variety of complex and interconnected reasons,
many of which are caused by unresolved personal problems. Professional help—from
programs and services provided by the government—may prevent personal problems
becoming so acute that individuals are driven to desperate acts. Although most individuals
have problems at various times in their working lives, they do not commit espionage.
Troubles are resolved in one way or another: through counseling from family, friends or
professionals, or through the passage of time and changing circumstances. Those who
eventually do commit espionage often wish they could have prevented it. For example, one
convicted spy in prison in Fort Leavenworth poignantly described how receiving counseling
might have stopped him in his tracks. “If somebody had said something to me and put a
block (counseling) in front of me...that would have been enough to stop the process at least
for a while, to give me time to think and breathe. I would have been out of the picture, for a
minute anyway. And that might have been the minute to change me.” If government
employees know about the various counseling programs and can appeal to these programs for
help, this “block” may prevent them from crossing the line.

To this end, PERSEREC undertook a study of the relationship between DoD
personnel security policy and federally mandated employee assistance programs (EAP) for
civilians and counseling/referral services for military personnel. The goal was to identify any
barriers that prevent cleared DoD employees from using these programs.

We have produced two reports. Cleared DoD Employees at Risk — Report 1 Policy
Options for Removing Barriers to Seeking Help presents some basic background and a series
of recommendations concerning a problem of growing importance to the DoD: How does
DoD encourage people to deal with their personal problems while at the same time maintain
personnel security requirements for people who have access to classified information? This
report, designed for the policymaker, answers three questions:

e What is the problem?
e Why does this problem need to be addressed now?
e What can policymakers do about the problem?



Cleared DoD Employees at Risk, Report 2, A Study of Barriers to Seeking Help is for
the reader requiring more detailed information. It documents the research and presents
findings, conclusions and recommendations. Its appendices cover copious background
information on such topics as aspects of the EAP movement, military counseling/referral
programs, and DoD personnel security policies and program.

After reviewing security policy, the authors show in Report 2 that policy is in place to
provide access to care for people with personal problems, usually without affecting their
clearance status. However, when the authors visited the field, they found that many cleared
people do not trust the system and are reluctant to participate in DoD-sponsored counseling
programs for fear that their clearances will be jeopardized.

Report 1 will be of primary interest to DoD policymakers who administer the present
policy and who will perhaps act upon the report recommendations. Reports 1 and 2 will be of
use to security professionals responsible for making personnel security clearance decisions;
these personnel are attempting to make the system work to satisfy both national security
interests and employees’ personal needs. Professionals in personnel security, EAP programs,
and the military counseling programs will also have an interest in the reports, as will military
commanders. After all, such individuals share the common goal of a reliable and trustworthy
workforce whose members feel confident they can address their personal problems in a
supportive security environment.

James A. Riedel, Ph.D.
Director

vi



Acknowledgments

We would like to thank many people for their help and advice on this project. We
promised all interviewees—at headquarters and in the field—that their names would not be
mentioned in this report. However, we are most grateful for the time they took in educating
us. We appreciate their frankness in describing the present system—not only the relationship
between counseling programs and the security system, but also the possible barriers that
prevent cleared personnel from seeking help for their personal problems. We value their
generosity in suggesting improvements to the current system.

We are particularly appreciative of the people who volunteered to participate in the
focus groups that provided a view of what potential users feel about employee assistance
programs (EAPs) and other counseling services in the DoD.

Some additional eight people helped jump-start the research by sharing their views or
by steering us initially through bureaucratic mazes; some helped later by reviewing the
reports. In addition, Colleen Crowley and Mary Anderson (Navy); Jean Smith (Air Force);
and Don Stout (Army) were instrumental in gaining us access to the various military
installations. Major Elaine Henson’s office at HQ Marine Corps arranged entrée at a Marine
Corps installation. Various individuals in the central adjudicative facilities and policy offices
of the Services reviewed the reports for accuracy. We would also like to thank Kelly Buck of
TRW Inc., who helped facilitate the focus groups.

We are especially grateful to Roger Hartman, Senior Health Policy Analyst, OASD
(Health Affairs)/ TRICARE Management Activity, and to Russell DeRitis, Chief, Security
Division and Chief, Security Policy at OSD/Washington Headquarters Service, who read and
critiqued the draft of Report 2. Frank Cavanaugh, Office of Personnel Management’s expert
on civilian EAPs, also helped by reading and commenting on Report 2.

Suzanne Wood, Project Manager
Lynn F. Fischer, Ph.D.

vil



viil



Executive Summary

Security and At-Risk Employees in DoD: The Dilemma

Research described in this report addresses a widely held perception in the
Department of Defense (DoD) that cleared personnel are reluctant to seek assistance for
personal problems out of concern for their clearance status. Likely effects of such reluctance
include (1) suffering for the people whose problems persist, (2) heightened security risk
when individuals’ untreated problems worsen to the point of affecting an individual’s
reliability, and (3) the loss from the workforce of otherwise valued personnel.

At issue is whether, in continuously evaluating cleared employees for access to
classified information, the personnel security system is believed by some to have created
barriers for those who should seek assistance for personal problems. If so, what measures can
DoD take, through enhanced security education or through policy modification, to improve
the articulation between the personnel security system and the various DoD-sponsored
counseling programs?

Findings

Two separate systems of counseling services exist within the DoD: employee
assistance programs (EAPs) for civilian employees, and military counseling/referral services
for service members. This research, based on discussions with 146 people in the DoD
personnel security system and in EAPs and military counseling/referral services, indicates
that policy is in place to ensure access to counseling, treatment and referral services for
cleared individuals. Many civilian and military personnel have successfully used such
services and returned to work with their problems resolved and their clearance intact.

However, Office of Personnel Management (OPM) data indicate that utilization of
EAPs is significantly lower for DoD civilian employees than for other federal civilian
personnel and for private sector employees. In addition, of those who participate in DoD
EAPs, the proportion of management-directed referrals is higher than in other federal
agencies. Hence, we concluded that resistance to self-referral is higher and there are indeed
impediments to seeking help, at least from government EAP programs.

That these constraints are related to the fear of jeopardizing clearance status was
confirmed by opinions expressed by both security professionals and cleared-employee focus
groups. Civilian focus group members frequently stated that they were afraid of losing their
clearance if they consulted an EAP, despite the fact that in many organizations security
officers tell them that their clearances will not be affected simply by voluntarily seeking help.

Four areas for which people seek help from various types of counseling services are
of particular concern to personnel security professionals. These are drug use (including
substance abuse), alcohol dependency, mental and emotional conditions, and financial issues.
While EAP and other assistance providers are committed to a policy of client confidentiality,
employees are aware of the fact that they are under an obligation to report, prior to each
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periodic reinvestigation (PR), any counseling or treatment for alcohol dependency and for
mental or emotional problems. People could be accused of falsifying information if they did
not report on the Form SF-86 even an initial evaluation. If they answer the SF-86 questions
honestly, they believe they become susceptible to more intense inquiry, possibly to a
clearance revocation. Of course, the latter is unlikely unless significant derogatory
information is unearthed in the process. But fears, while not necessarily grounded in reality,
appear real to people, and such people often believe that the security system protects national
security at the expense of vulnerable employees. Security education programs have not
allayed their fears and misperceptions.

Policymakers, adjudicators, and field administrators reported that rank-and-file
employees frequently express anxiety about the implications of self-referring. Meanwhile,
the security professionals we interviewed, almost without exception, say that, in addition to
enhanced security education that will clarify existing policy, they would welcome
adjustments to personnel security policy that would encourage people to come forward for
help when they need it. Also, most security professionals say that, depending on the
circumstances, they are willing to work with people who admit to problems and who take
appropriate action to address them. In fact, there is often a level of common sense and
understanding operating in day-to-day security practices that extends beyond regulations and
working by the book.

Possible remedies range from enhancing security awareness programs, to making
changes in current policy, to offering a safe-harbor program in which all people who apply
for counseling help will be offered protection from security actions for the time they are in
treatment. People would enter such a program only under a set of nonnegotiable conditions
that would preclude them from using the program as a shelter. Several protective programs
have already been successfully implemented to provide climates in which employees feel less
vulnerable. While we have not yet evaluated the following in detail, the Air Force’s SART
program for substance abuse, the Navy’s conditional clearance option, and the Department of
Energy’s Employee Assistance Program Referral Option (EAPRO) appear to offer possible
models on which a future DoD program might be developed that extends safe-harbor
protection without affecting clearance status.

Critics of safe-harbor proposals have cautioned that leaving vulnerable personnel in
positions of trust while in rehabilitation presents an unacceptable risk. However, this must be
weighed against the greater danger posed by people in dire need of counseling who are
fearful of the security consequences of seeking such help. To have these people under the
umbrella of a protective program would mean that (1) they have been identified, (2) they are
getting help, (3) they are being monitored, and (4) DoD has a good chance of retaining an
otherwise valued employee. Better this, surely, than not knowing who in the workplace has
serious, untreated problems while still having access to classified information.

However, before proposing any sweeping safe-harbor program, we recommend the
establishment of a pilot study to explore the viability of such a program.



Recommendations

We offer recommendations in three areas: a pilot study, policy and practice, and
security education and awareness.

Policy and Practice

Recommendation 1. Provide explicit clarification in 5200.2-R to bring DoD
policy into harmony with E.O. 12968 by removing barriers to seeking
assistance from a government-sponsored EAP or other counseling provider.

Recommendation 2. Issue a policy letter to each of the components advising
that participation by all cleared personnel in an EAP program (either by self-
referral or by management direction), given the absence of additional
information of an adverse nature, will not be grounds for an adverse
adjudicative action.

Recommendation 3. Include in the forthcoming revised adjudicative
guidelines statements that participation in an EAP or counseling program is an
important mitigating factor and, given the absence of additional adverse
information, would not be the basis for revocation or suspension of access.

Recommendation 4. Modify guidance on the Standard Form 86 (Items 21
and 25) to remove the disincentive to voluntarily seek assistance for a problem
that may be of security concern.

Recommendation 5. Identify a single point of contact within the DoD for
oversight, policy development, and coordination of employee assistance
programs for the civilian DoD workforce regardless of whether employees
hold clearances.

Pilot Study

Recommendation 6. Establish a pilot study to evaluate the feasibility of a
comprehensive safe-harbor program.

Security Education and Awareness

Recommendation 7. Develop a prototype brochure on “You and Your
Clearance” that explains frankly the security benefits and ramifications of
seeking help for problems.

Recommendation 8. Through DoD and component policy documents,
require that security professionals who provide initial indoctrination and
refresher briefings to cleared personnel include information about employee
assistance and counseling programs, to include new guidance as suggested by
Recommendations 1 and 2).
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Recommendation 9. Develop an exportable training module for supervisors
and administrators on how to respond to warning signs and refer at-risk
employees to EAPs or military counseling programs.
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Introduction
Security and At-risk Employees in DoD: The Dilemma

The research described in this report grew from a widely held perception in the
Department of Defense (DoD) that cleared personnel are reluctant to seek assistance to
address personal problems because of fear of losing clearance status or professional
positions. The concern is that people who fail to consult employee assistance programs
(EAPs) or military counseling/referral services' may pose inordinate risk to themselves
and possibly to national security.

At the same time, DoD, while mandated to provide helping services to such
people, has its own responsibilities to protect national security. National security and the
security system require that people who protect the nation’s secrets be completely
trustworthy and reliable. The security system is permitted to delve to a certain degree into
people’s personal lives to ensure they are able to protect national secrets appropriately.

The ideal would be a better balance between the needs of national security and the
personal needs of cleared individuals within the security system. On the one hand,
national security is paramount and must be protected. On the other, if cleared individuals
within the system have personal problems and do not get help to solve them because of
fears for their clearance status, they may eventually become bona fide security risks.

Our concern is that the security system may inadvertently be sustaining the kinds
of problems it is designed to prevent or ameliorate. For example, if people are frightened
to consult EAPs and other counseling services because of fears of the Security Office,
then something is wrong with the articulation between counseling services and the
security system. If the security system is in fact partially the problem, or even if people
only think it is, there may be some way for DoD to make policy changes or adjustments
to ease such problems.

'EAPs are mandated counseling programs for DoD civilians. Most Defense contractor companies, although
not required by law, offer EAPs to their civilian employees. Military personnel in DoD have recourse to a
different set of counseling programs, which in this report are termed counseling/referral services. The basic
objective of the civilian and military programs is the same: prevention, identification, and treatment of
personal difficulties that adversely affect individuals’ ability to perform on the job and, in the case of
people with security clearances, might pose a security risk.

While the two programs developed along separate and distinct tracks and take different structural forms,
each is based on the same principle: offering help to troubled employees, whether for prevention or
treatment, is preferable to allowing problems to worsen, possibly to the point the person might pose a real
risk to national security. Both programs also agree on the economic benefits to the organization of having
healthy and productive people working: it costs much more to recruit and train new people than to
rehabilitate current ones. The philosophy is that most problems can be resolved and that people should in
general be given the opportunity to rehabilitate themselves, if at all possible, rather than lose eligibility.



Thus, a central question of this research is: How appropriate is the present
balance? How well are the DoD personnel security system and the various counseling
programs working together to provide a supportive environment in which people can seek
help for problems, yet continue to protect national security?

Dynamic Tension among DoD System Parts

DoD employees—civilians and military—operate in an environment whose parts
have competing goals. Security2 wants to ensure that all cleared personnel are reliable,
trustworthy and loyal, and capable of protecting national security. To do this, Security
must look at the positive and negative sides of people’s lives in order to develop
sufficient information to make eligibility determinations. Second, EAP counselors want
to ensure that clients can work on their problems with the maximum amount of privacy.
These counselors see success in the number of troubled employees treated and
rehabilitated. Failure to provide a reasonable degree of confidentiality to EAP clientele
would greatly diminish the effectiveness of these programs. Third, military commanders
need to know everything occurring in their commands, including people’s problems, so
that they can maintain appropriate discipline and force readiness. Certainly, the
commander’s need to know and the government-sponsored counselor’s need to protect a
client’s confidentiality are in conflict.

Thus, dynamic tensions among the three parts of the larger system pull in
different directions. Cleared individuals within the system must make a leap of faith: that
by voluntarily seeking help they will not automatically incur administrative actions that
will adversely affect their clearance. The would-be user is often confused about to whom
to speak, how much can be said, and what the consequences will be.

Personnel security programs in the federal government must sometimes balance
the risk of retaining a vulnerable employee in a position of trust against revoking
clearances or terminating people from employment. For the adjudicator who has to
decide who should be granted a clearance, many cases are clear-cut: most employees are
continued in their current clearance status. However, flagrant infractions or significant
issue information will normally result in denial or revocation of clearances. Occasionally,
personal problems are so egregious that they represent a potential vulnerability that could
be exploited to the detriment of national security.

However, not all employees with serious personal problems are candidates for
clearance denial or revocation. Often, all they need is help. A major goal of DoD is to
retain valuable people, and economic realities argue that it is preferable to identify people
who have problems, offer them counseling, make sure they work through their
difficulties, and then return them to the workforce where they can again be productive.
Executive Order 12968 Access to Classified Information (1995) emphasizes retaining

* In this report we capitalize the word security when we are referring to the collective judgment of those
responsible for implementing security policy. Thus, we have sometimes taken the liberty of personifying
Security (e.g., Security feels, Security says, etc.), a device not generally popular with grammarians, but one
often used in conversation by our interviewees.



personnel while they address their problems.’ The tenets of the executive order are
repeated in the directives and regulations that flow from it.

Personnel security, counselors, and military commanders alike would benefit
from mutually supporting any measures that might achieve the right balance between the
parts of the system. Such measures would then permit individuals—troubled employees
in a big system—to find help without jeopardizing their clearance status before their
problems worsen. Some damaging espionage incidents in recent years might have been
prevented if people had been able to get help for their serious personal problems.*

EAP Utilization Rates’

Since 1970, procedures for gaining access to EAPs for alcohol problems (and
since 1972 for drug abuse problems) have been in place for all civilian employees in the
federal government regardless of clearance level. (This is not true for various intelligence
agencies.) However, while government agencies have made significant investments in
service contracts to follow these policies and have regularly informed the general
workforce about these programs, utilization rates have remained low in many agencies.

? The order mandated that cleared employees be informed about “guidance and assistance available
concerning issues that may affect their eligibility for access to classified information, including sources of
assistance for employees who have questions or concerns about financial matters, mental health, or
substance abuse."

* One vivid case is Jeffrey M. Carney, former intelligence specialist with the Air Force, who was sentenced
December 1991 to 38 years. He pleaded guilty to charges of espionage, conspiracy, and desertion. While
posted in Germany he began by copying classified documents that he then provided to the STASI. After
defecting to East Germany in 1985 he continued to aid the Communists by intercepting and translating
official telephone communications of US military commanders and embassy officials in Berlin.

In an interview in 1995 with representatives of Project Shadow that interviewed incarcerated spies for
security awareness videos, Carney spoke of how he wished someone had stepped forward to give him the
help he needed; this might have prevented his committing espionage. “How come we always knew that the
people who committed suicide had family problems before they did it? How do we know that? [The
problem is that] Nobody rats on anybody. They see what’s going on. They always think somebody else will
take care of it. If you want to do people with problems a favor—and I’m talking from experience—say
something! If somebody had said something to me and put a block in front of me and said, “I think Jeff’s
got a problem and I don’t think that he’s handling it very well. Supervisor, do something,” that would have
been enough to stop the process at least for a while, to give me time to think and breathe. I would have
been out of the picture, for a minute anyway. And that might have been the minute to change me.”

> The percentage of a workforce that has contacted or taken advantage of EAP services.



Table 1
Federal-wide and Department of Defense Civilian EAP Utilization Rates for FY97°

Total Total Cases Total Utilization Rate % of all Cases
Employees (% of Workforce) Referred by
Management
All Federal 1,876,849 70,889 3.8 14
Civilian Employees
Army Civilian 278,362 6,091 2.1 26
Navy Civilian 216,127 5,189 2.4 22
Air Force Civilian 162,760 1,674 1.0 46
Other DoD Civilian 14,400 78 0.5 45

(Pentagon)

As seen in Table 1, OPM reports an overall utilization rate across the federal
government of 3.8% for FY97, the most recent year for which data are available. This
includes self- and management-referrals. Civilians employed by the Army, Navy and Air
Force and the Pentagon make use of EAPs less frequently. At the same time, these same
civilians are more likely than the rest of the federal civilian workforce to be referred to
EAPs by their managers, as opposed to going voluntarily, a clue that the problem had
escalated to the point that a supervisor had to intervene.

OPM further reports (not reflected in Table 1) that in FY97 for civilians in all
federal agencies, drug problems accounted for 4% of the presenting problems, alcohol
7%, and the rest (89%) represented emotional, mental, financial, legal, HIV/AIDS, and
family difficulties. However, OPM does not break down these “Others” into percentages.
For civilians employed by the military Services, the “Other” percentage ranges from 61%
to 85% of total cases. The OPM report does not address the issue of who among these
people hold clearances. Interviewees for this study, at the bases and posts, did not always
have a precise breakdown of presenting problems; however, the major categories of
problems for civilian and military appeared to be financial, job-related stress, family, and
alcohol. Data from the private sector indicate problems seen most frequently are family
crisis (25%), stress (23%), depression (21%), alcoholism (14%), workplace/job conflict
(9%) and substance abuse (2%).” It is estimated that 5-8% of private-sector workers who
have access to employee assistance services use them.®

® Office of Personnel Management, Federal Employee Substance Abuse Education and Treatment Act of
1986, Report to Congress Title VI of Public Law 99-570, Fiscal Year 1997 (1998, December).

" Data are taken from the most recent survey of member employee assistance professionals, Employee
Assistance Professionals Association, Inc., 1996, Washington, DC.

¥ Prevalence and Utilization Rates of Employee Assistance Programs Nationwide, Employee Assistance
Professionals Association, Inc., 1998, Washington, DC.



EAP usage rates in excess of 5% are reported in only a few federal agencies. For
agencies with rates lower than 5%, it is possible that many more employees are in need of
assistance than are seeking it. For civilians in defense agencies in particular, there may be
many who need assistance who are refusing to seek it from federal EAPs, or are seeking
it privately. This is possibly because they are in denial about their problem, or because
they fear the possible negative consequences of self-disclosure: loss of professional
status, position, promotion potential, or even security clearance.

Findings discussed in this report suggest that nonutilization of DoD EAPs and
counseling/referral programs by troubled employees may be largely a function of the
climate of trust in an employee’s organization. This climate incorporates two dimensions:
organizational commitment to reasonable confidentiality in both the self-referral and
supervisory referral process, and a belief that the organization will respond positively in
the interest of individuals who admit to difficulties and are willing to address them. In
other words, employees with problems are more likely to take action to address them in
an environment where they have a sense of protection against administrative action.
However, in organizations where the culture favors stoicism, people are less likely to
seek counseling help. Sadly, in some cases, this can lead to serious consequences for the
affected individuals. In recent years the military services have been increasingly
concerned about suicide rates significantly above the national base rate. Efforts have been
made wgith good effect to break down the resistance to seeking psychological help when
needed.

The Bigger Picture: Baseline Data on Personal Problems

Among the many problem areas in which government EAPs and military
counseling services provide care, four are often of security concern. These are drug use
(including substance abuse), alcohol dependency, mental and emotional conditions, and
financial issues. Table 1 shows that overall EAP annual utilization rates by DoD civilians
range between 0.5% (Other DoD Civilian, Pentagon) and 2.4% (Navy Civilian),
significantly lower than for other agencies or for the private sector workforce. Alcohol or
drug cases utilization rates are as low as 0.3% and 0.1%, respectively. Utilization rates
for all other types of problems combined (including mental and financial) range from
0.2% to 1.7%.

By comparison, it is of interest to look at some prevalence figures for the general
population. For example, one source reports that 14 million Americans, or one in every
13 adults (7.6%), abuse alcohol or are alcoholic (NIAAA booklet, 2000). Each year about
600,000 individuals enter treatment for alcoholism. As for drugs, in 1999, an estimated

’Suicide is the ultimate failure of troubled people to seck early help. For 1999 the Army had the highest
with 15.5 per 100,000 individuals, the Marine Corps slightly lower with 15, and the Navy had 11. The Air
Force, after an intensive program of education and effort at culture change, in 1999 moved its suicide rate
down from the 1998 rate of 9.4 to 5.6 (Rhem, 2000; Crawley, 1999). While Service suicide rates are lower
than the base rate for the general population (which is 20 per 100,000), the military is still concerned that in
some way it is failing to take care of its people.



14.8 million Americans were current illicit drug users, meaning they had used an illicit
drug during the month prior to being interviewed. This represents 6.7% of the population
12 years and older (SAMHSA, 1999).

According to the National Institute of Mental Health (NIMH), an estimated 22.1%
of American ages 18 and older—about 1 in 5 adults—suffer from a diagnosable mental
disorder in a given year (NIMH, 2000). A press release, announcing the publication of
the Surgeon General’s report on mental health, states that about 15% of the U.S. adult
population use some form of mental health service in any year (NIMH, 1999). It seems
that there are impediments for the public at large in accessing mental health services, for
the press release adds, “The complex and fragmented mental health service delivery
system can create barriers to a full range of appropriate service. Financial barriers and

stigma also serve as deterrents to the receipt of appropriate and necessary care” (NIMH,
1999).

As for prevalence data on financial problems, the most recent General Social
Survey information on personal finances was gathered in 1991 (National Opinion
Research Center, 1991). In that year 1.3% of the nationally drawn sample stated that they
were going bankrupt, 8.9% had fallen behind in paying rents or mortgages, and 13.2%
were being pressured to pay bills.

While it may reasonably be argued that the federal workforce is somewhat
untypical of the general population, the gross disparity between EAP utilization rates and
baseline data is evidence that a significant number of DoD employees are, for one reason
or another, not making use of the cost-free officially sponsored programs for addressing
serious personal troubles.



Approach

Research Questions

Security practitioners and employee assistance counselors agree that the best
possible world is one in which people with problems feel unconstrained by either lack of
personal resources or fear of adverse administrative consequences to address their
problems in an intelligent and timely fashion. The central research questions are: How
well are DoD EAPs (and counseling services for the military) and defense personnel
security programs working together to promote the reliability and trustworthiness of our
cleared workforce? And what changes might be necessary in terms of the application of
security policy, administrative practice, or education to ensure that the operation of these
programs is harmonious and mutually supportive? See Appendix A for further questions
derived from these central questions.

Data Collection

We sought two types of information as part of our data collection strategy: (1)
facts about policy and its application, organizational structure, and administrative
process, and (2) perceptions and opinions about barriers for people wishing to seek
assistance for their problems. Data collection was conducted in four phases.

Phase 1 was a review of regulations, directives, and policy guidance, and a review of the
history of EAP and military counseling programs. Phase 2 consisted of interviews with
policymakers, headquarters-level security and EAP managers, and adjudicative staff at
Defense component headquarters. Phase 3 involved interviews with installation-level
(posts and bases in the field) managers, security officers, facility security officers, and
counseling and referral providers. Phase 4 consisted of focus groups with “ordinary”
employees to ascertain their views of EAPs and counseling/referral services.

In the course of the project, we talked with 146 individuals. See Table 2 for a
breakdown of interviewees by category. Our study populations at the installations were
largely military and civilian DoD employees.



Table 2

Number of Interviewees by Category

Adjudicators Ten Military Installations

Personnel security personnel 17
Army, Navy, Air Force, Washington EAP personnel for DoD civilians 10
Headquarter Services, Defense Intelligence Civilian personnel 5
Agency, Defense Office of Hearings and DSS agent 1
Appeals
Security Policy Military

Security personnel 8
Army, Navy, Air Force, Defense Family support centers personnel 9
Intelligence Agency Psychological/mental health practitioners 4
DoD Employee Assistance Programs Financial counselor 1
HQ Social actions officer 1
Defense Intelligence Agency, Pentagon, Contractors
Defense Security Service
Office of Personnel Management Security officers 4

Human resources officials 3
Employee Assistance Program chief EAP administrators 5
analyst
OASD Health Affairs Drug/alcohol program director 1
TRICARE Management Activity Medical records clerk 1

Unit commander 1
Intelligence & Safety-sensitive Agenciesw Chaplain 1
(Note: These agencies were not the main
focus of the present study, bqt were con- Advisors/reviewers 8
sulted to provide context against which to
plan our research within DoD. Thus, not
all findings in this report will generalize to Focus groups 30
these agencies.)

TOTAL 146

Please see Appendix A for a fuller discussion of data collection strategy and
research methods, and other methodological detail.

It should be noted that all interviewees in the field were promised anonymity, as

were the military installations themselves.

12 Agencies such as FAA, NASA, and the Secret Service, where the safety and protection of individuals and

high-value property are one of their highest priorities.



Findings: Process and Policy

The findings in this study are presented in two sections. This first section—
process and policy—contains three parts. It provides (1) an overview of EAP/counseling
services in the federal workplace. This is followed by (2) a description of how the
personnel security system intersects with employee assistance and military counseling
programs, and (3) how adjudicators deal with EAP information. Information in this
section is based on a review of directives, regulations, and other documentary material
and on interviews with security professionals, employee assistance coordinators, and
health care providers who provided an overview of personnel assistance in the DoD. The
text box below provides a summary of the issues covered in this section.

» Overview of EAP/Counseling Services in the Federal Workplace
» Personnel Security Policy and How it Relates to Employee Assistance, including DoD-specific
Security Policy
» How Adjudicators Deal with EAP Information
Attendance at EAP a Mitigating Factor?
Different Strategies of Army, Navy and Air Force to EAP
DoD Intelligence Agencies and EAP
Policymakers’ Views on Modifying Policy on EAPs

The second section of the findings (Findings: Perceptions of Barriers, page 19)
deals with peoples’ notions of what might prevent themselves or others from using the
various counseling services in the system.

Overview of EAP/Counseling Services in the Federal Workplace

For over 30 years, federal agencies have been required to provide their civilian
employees with access to an EAP. Civilians may consult EAPs for any purpose,
including drugs and alcohol, mental health, financial, marital, family problems, and just
about any other problem that they or their families may encounter (rules may differ in
intelligence community agencies). Appendix B describes the legislative and regulatory
history of the modern EAP. Appendix C discusses the history of the EAP movement,
beginning with its roots in 19" century social reform movements.

Some federal agencies are large enough to have in-house civilian EAPs, with in-
house counselors. The more usual model, however, is for agencies to contract out to
private EAP providers. Some agencies enter into consortia with others, and then contract
out to a common private provider. Sometimes the provider has an office located within
the agency it services. A person with a problem may visit and receive an evaluation and
assessment, short-term counseling or, if the problem is more serious, be referred to a
counselor in the community. In other cases people will have to call an 800 number and
talk with a counselor who may be located across the country. After a telephone
evaluation, this counselor will then put people in touch with appropriate counselors in
their community. Normal practice is that any short-term counseling of six sessions or




fewer is free; costs for longer term counseling in the community are handled through
clients’ insurance.

For the military, the system is different. The military has traditionally offered a
system of counseling services that are available for military personnel and their families.
These include family support or service centers, and a range of allied services such as
psychiatrists, psychologists, drug and alcohol counselors, financial advisors, and so forth.
Appendix D outlines briefly the history and regulatory underpinnings of some of the
major elements of this military program.

Patient records, especially those for alcohol and drugs, are covered by various
confidentiality laws (see Appendix E for details). Civilians who self-refer to EAPs can
expect total confidentiality; neither their supervisors nor the security office will be
informed. The only exception would be if a counselor found that national security might
be affected, or that people were posing a threat to themselves or others, had participated
in criminal behavior, or had confessed to child or elder abuse. If civilians are referred by
supervisors, their privacy rights still apply unless they sign a waiver that allows the
supervisor to be advised about their specific problem. If supervisors learn about people’s
problems pursuant to such a waiver, they may not disclose this to anyone else without the
person’s consent. If the individual does not sign a waiver, the EAP counselor will advise
supervisors only of information that is directly related to work (Defense Personnel
Security Research Center, 2000).

However, it is generally acknowledged that military service members have a
lower expectation of privacy than civilians due to the special nature of the military
mission. In theory, commanders, with their inherent power and their need to know about
everything that goes on in their units, are granted authority to ask for individuals’ health
records. Also, military personnel are encouraged to talk with their immediate supervisors
in the chain of command before seeking treatment or help for problems.

How Personnel Security Policy Relates to Employee Assistance

It is beyond the scope of this report to describe in detail the entire clearance
process. Briefly, however, personnel security programs throughout the federal
government are designed to ensure that access to sensitive and classified information is
granted only to persons in whom the system has a level of trust, and who continue to be
reliable, trustworthy, and loyal. Decisions on whether to grant or revoke a person’s
clearance status rest on investigative evidence from the person’s past conduct and—when
appropriate—medical evaluations. The record of behavior, favorable and unfavorable,
stands as evidence of an individual’s suitability for a position of trust.

The personnel security system continues to be based in part on the principle that,
in the interest of maintaining a reliable and trustworthy workforce, individuals who by
objective criteria exceed a well-defined risk threshold be selectively excluded, i.e., lose
access, or even lose their jobs. The system has depended upon some type of monitoring
for adverse indicators that might lead to a reinvestigation, re-adjudication for eligibility,
and possible revocation of a clearance.

10



In the 1995 Executive Order 12968 Access to Classified Information, we see a
shift from such an exclusionary system, a system that rids itself of problem people simply
by separating them from federal employment. The current emphasis is on retaining
personnel while they deal with their problems through counseling, medical treatment, or
life-skills development. In fact, the order mandates that EAP information be included in
security education programs for the cleared workforce. Similar language is in the process
of being incorporated into DoD personnel security regulation 5200.2-R, described below.

At issue for this study is whether personnel security programs in DoD present a
disincentive to seeking help for alcohol, drug, mental, emotional or financial problems, or
other issues that may ultimately lead to risky behaviors. This question will be addressed
in a subsequent section of this report where we review the results of employee focus
group sessions.

There are several formal policies related to Security and Security’s relationship to
the various counseling programs. These policies demonstrate that there has been concern
about the risk posed by troubled employees, even as far back as the 1953 Executive Order
10450 Security Requirements for Government Employees, although that order was silent
on the subject of providing concrete help to people. These policies are reviewed in
Appendix F in order to demonstrate that an ample regulatory base is in place, both on the
Security side and the EAP side, for counseling services for DoD civilian and military
personnel.

DoD-Specific Security Policy

National-level policy based on Executive Order 12968 is translated into DoD
policy through implementing directives and regulations. Appendix G describes the major
policies—DoD Directive 5200.2 DoD Personnel Security Program (April 1999) and
DoD Directive 5200.2-R Personnel Security Program (January 1987).

Military component regulations for personnel security are derived from DoD
Directives 5200.2 and 5200.2-R. These regulations are described in Appendix H. They
contain provisions for helping to enroll people into EAPs and counseling/referral
services. Appendix H presents descriptions of each Security regulation, followed with a
brief discussion of the Service’s regulations regarding EAP programs (for DoD civilians)
and the counseling and referral services (for military members). This juxtapositioning of
security and EAP regulations further supports our contention that basic policies are firmly
in place to support EAP functions.

How Adjudicators Deal with EAP Information
Because the adjudication process is central to this study, we briefly describe in
Appendix I how the clearance process works. We look especially at how formal

guidelines are applied by adjudicators in making judgments about people who may have
problems but still want to obtain or keep a security clearance. Appendix I also discusses
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the important issue of where counseling programs fit in as mitigating factors when
adjudicators make their decisions.

EAP Involvement: A Mitigating Factor?

The purpose in interviewing adjudicative and security policy staff was to find out
how they process and evaluate information about a person seeking assistance through an
EAP or similar program. Does self-referral to a program (or even a positive response to
directed or management-referral) count in favor of the person’s retaining access? Or—as
is feared by many—is it simply the first step of a process that leads to adverse action?

Previous adjudicative guidelines appended to DoD 5200.2-R, effective January
1987, offered a degree of formal protection from adverse action in instances of self-
referral to assistance for alcohol dependency. The original guideline stated: “If an
individual’s alcohol abuse was surfaced solely as a result of self-referral to an alcohol
abuse program and there have been no precipitating factors such as alcohol abuse arrests
or incidents, action will not normally be taken to suspend or revoke security clearances
solely on the self-referral for treatment.”'! This language was dropped in the June 1991
revision of the guidelines, but was retained word for word in the language of Army
Regulation 380-67, dated 1988 (still in effect). The concept of considering treatment as a
positive factor in clearance determinations reappears in the language of DoD Directive
5200.2, dated April 9, 1999, but in regard to mental health. That directive states, “No
negative inference may be raised solely on the basis of mental health counseling. Such
counseling can be a positive factor in eligibility determinations.”

Thus, we are on reasonably firm ground for arguing that previous and current
policy and guidelines embrace the principle that self-referral (or appropriate response to
management referral) to counseling should be seen as a positive factor, at least in cases of
alcohol dependency and mental health problems. It follows that people’s clearance status
might be retained so long as they work toward a resolution of their problems. But has this
been observed in practice? In what situations have security adjudicators and policies
offered some degree of protection or immunity from adverse action while an individual is
undergoing treatment? 12

Almost without exception, security professionals interviewed for this study
argued that a person’s self-referral to an EAP, counseling, or rehabilitation program
strongly mitigates the security concern and is viewed as a positive factor. Directed
referrals carry less weight and are considered by some adjudicators to constitute adverse
information in and of themselves. But in either case the central adjudication facility
(CAF) will request an additional medical evaluation of the individual in cases of alcohol
abuse, drug use, or mental conditions to substantiate the severity of the problem."

"' DoD Adjudicative Guidelines effective January 1, 1987, p. 119, relating to alcohol abuse.

"2See Appendix I on the personnel system and adjudicative guidelines, especially the discussion of
mitigation.

1 A medical evaluation is often requested even if no evidence of a problem exists other than entry to an
EAP. This, unfortunately, may reinforce an impression by potential EAP users that self-referral could lead
to revocation or at least major trouble.
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We found no indication that, when adverse information surfaces, administrative
action in the field, or subsequent adjudicative actions by the CAF, varies according to the
person’s clearance level. The only case where the response is clearly different is where
the individual is in the Personnel Reliability Program (PRP).'* In these few cases, access
is immediately suspended based on a single adverse report.

We inquired whether information about participation in an EAP by itself would
ever be sufficient grounds for adverse actions, such as suspension of access to classified
information. The general consensus among adjudicators was that it would not. However,
as one adjudicator pointed out, entry into an EAP is usually triggered by a specific
incident that the individual is now attempting to mitigate. Consequently, the adjudicator
stated, involvement in counseling programs is often an indicator that more, adverse
information should be sought on that individual; and in about 80-85% of the cases
adverse information is found. In some cases, a letter of warning is sent (without
suspension of access), advising the individual that there is a security concern that needs
to be addressed.

We compare the opinions expressed by these adjudicators with some very limited
information available from another source. In a recent study, PERSEREC gathered data
relevant to the issues: (a) whether involvement in an EAP or treatment program, by self-
referral or directed referral, tends to result in a more favorable outcome when adverse
issue information is also present, and (b) whether significant evidence is present to
validate employees’ anxieties that self-referral to an EAP may ultimately lead to the loss
of a clearance.

PERSEREC researchers coded information from over 1,000 files (for FY98) from
all the CAFs according to sources of information that led to clearance revocations. The
trigger event for each case was captured in a short paragraph. A search of these
paragraphs identified 5 cases in which a report of treatment or entry into a rehabilitation
program appears to have initiated an inquiry that led to revocation and 6 additional cases
in which information about counseling was combined with related adverse facts at the
starting point in the process.

While only 11 cases were found where participation in counseling programs may
have been the trigger, the data suggest that fears held by cleared employees about the
possible effects of self-referral cannot be said to be totally groundless. No doubt the
seriousness of the issues in these cases was so compelling that adjudicators could not
continue the subjects’ eligibility despite the presence of mitigating factors. What is not
known at this time, however, is the number of favorably adjudicated cases in which
evidence of self-referral or even participation in treatment by management direction has
been the positive or decisive factor resulting in a decision to retain the clearance.

The information gathered in the above study is extremely limited. It is clear,
however, that information about self-referral to EAPs is sometimes available to defense

' Personnel Reliability Program applies to personnel who have access to nuclear weapons or other highly
dangerous materials.
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component adjudicators and could be used to balance or mitigate potentially
disqualifying adverse information.

Diverse Policy Approaches Among Defense Components

Military policymakers described the various formal guidelines and practices that
are in place to protect self-referred individuals from loss of access while in treatment.
Some variation exists among the components, but all adjudicators exercise discretionary
authority to permit continued access to a person so long as no other derogatory
information is present and the individual is attempting to address the problem. As stated
earlier, Appendix H describes component security policy in detail; here we review briefly
examples of policies followed in various components.

In the Department of the Army, if a service member or civilian enters a
rehabilitation program for alcohol abuse, a decision about suspending the individual’s
access is delayed until the treatment program has been completed and there is no
evidence of relapse. Generally this applies to individuals who are not considered alcohol-
dependent and who are directed to receive short-term treatment (90 days) to overcome
alcohol abuse. In these cases the service member is issued a letter of warning. This
practice is consistent with the Army’s alcohol and drug abuse prevention and control
program regulation, AR 600-85.

Navy adjudicators assured us that where a treatment program for drug or alcohol
abuse was entered voluntarily via an EAP or a military counseling program and where
there is no other evidence of use or abuse, no adverse adjudicative action will be taken.
However, as with the Army, when information about entry into an EAP by a Navy
civilian in the field comes to light, this almost invariably triggers an inquiry from the
military command for more information. Generally the adjudicator asks for a full medical
evaluation for alcohol abuse or for psychological problems. If no other adverse
information comes to light, self-referral is considered a big plus on the side of the
employee. In fact, due to confidentiality provided by assistance programs, very few self-
referrals to EAPs are reported to Security. Also, as with the Army, a management referral
for treatment is weighed negatively by the Navy. Should a civilian employee decline to
have a psychological examination after a management referral, the CAF initiates action to
revoke the clearance.

The Navy also has a formal Safe Harbor provision for civilian employees who
admit to prior drug use (SECNAVINST 5355.4, Chapter I, 1989). The program provides
protection from disciplinary action for civilians who admit to using illegal drugs,
provided they come forward on their own (before they are caught by other means, such as
drug testing). They must agree to obtain counseling and to be periodically tested. They
must also consent to the release of their records to appropriate management or EAP
officials, and refrain thereafter from using illegal drugs. Under these conditions, no
disciplinary action for the admitted past use of drugs will be taken.

Safe Harbor, however, applies to the protection of an employee’s employment
status; it does not protect the individual from adverse clearance action. Security may wish
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to initiate action against people because their former drug use may be viewed as
potentially disqualifying, and such an action may lead to the clearance being revoked. At
some installations, revocation of the clearance means loss of employment since all
positions require a clearance. Would-be users know about this “weakness” in the Safe
Harbor provision and, we are told, believe that they are much better off going for
treatment and rehabilitation in their communities where they believe they have a better
chance for confidentiality.

Protection against adverse clearance action for persons in an alcohol rehabilitation
program was also formerly observed by the Air Force CAF under regulation AFI 205-32,
June 1987 (which, like Army Regulation 380-67, adopted the language of DoD 5200.2-R,
January 1987, quoted on page 11 of this report). This was described by one Air Force
adjudicator as an “indefinite-period safe harbor.” However, this practice was terminated
when AFI 205-32 was superceded by Air Force Instruction 31-501 in 1994. Currently
there is no set policy in the Air Force regarding the evaluation of EAP information on any
type of issue. Among adjudicators interviewed, self-referral to an EAP is considered to be
a point in favor of the employee; however, management referral reflects adversely on the
individual. In general, whether self- or management-referred, when the Air Force CAF
receives information that a cleared person has entered a treatment program, it makes an
effort to seek more information—the nature of the treatment and whether it has been
successful and if there is evidence of adverse behavior or impairment of judgment. The
adjudicator will request an immediate medical evaluation in the case of alcohol, drugs, or
mental/emotional problems.

The Washington Headquarters Services (WHS) adjudication facility employs a
more formal method of providing a degree of immunity from adverse action. Here a
conditional clearance is issued for cases of alcohol dependency and drug use, and
occasionally for severe mental/emotional conditions. In these situations, access to
classified information is continued but the employee’s rehabilitation progress is
monitored for one year and then re-evaluated.'” Being an added administrative burden on
adjudicators, conditional clearances are limited to alcohol, drugs, and mental/emotional
problems. For employees with severe financial difficulties, WHS issues a letter of
warning instead; this states that the person’s financial problems must be resolved before a
specific date and prescribes financial counseling. If the individual does not improve, a
letter of intent to revoke the clearance may be issued.

A senior security official at WHS spoke in another context about clarifying policy
related to stress management and WHS employees’ concerns about whether counseling
would cost them their own clearances. He said, “We have never disturbed a security

' One security officer at a field installation (and not connected with WHS) objected strongly to the
suggestion that conditional clearances become formal policy. Such a move—flagging people as having
problems—would in her opinion create yet another category of stigma rather than give people the chance to
complete the program in which they were participating. In reality, in this person’s office, they practice
informally their own kind of conditional clearance. “We don’t call it a conditional clearance and there is
nothing formal said about it. We just get them help. We talk to them, explain what is going on. We make
sure that the person knows that if he goes off the track he will lose his clearance. We say, ‘We are not
going to suspend your clearance this time, but we will be watching your progress.’”
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clearance because someone got counseling and/or treatment. In fact, seeking help is seen
as a sensible step and evidence of good judgment, and it won’t damage security clearance
eligibility. Getting help shouldn’t be confused with evidence of severe mental illness, like
psychosis, which can indicate that the victim should not have access to national secrets.
We all know that these serious situations are very rare.” He also said, “We have the
support of our management should we decide to choose counseling and/or treatment.
None of us has to suffer in silence and feel for any reason that we must allow a problem
with stress to grow worse.”

EAP and Security in the Intelligence Agencies

While they were not the primary focus of the study, we interviewed EAP and
security administrators for the intelligence and safety-sensitive'® agencies preparatory to
learning about DoD programs. Running through the interviewees’ statements was the
theme that everyone is striving to establish an atmosphere of organizational trust.
Furthermore, the agencies regard each employee as a valuable asset whom they will work
very hard to keep so long as the employee is honest and forthcoming and is willing to
resolve whatever is considered a security concern. (See Appendix J for the contributions
made to this research by the intelligence community and safety-sensitive organizations.)

Like the uniformed services, the intelligence agencies maintain a number of
administrative policies that delineate just how far the organization is prepared to work
with a problem employee. For these organizations where access to highly classified
information is required for the job, work and clearance status are solidly linked.
Regarding substance abuse, the DIA offers a “firm-choice, last-chance agreement” (a
personnel action) in which the employee actually submits a letter of resignation which is
acted upon should he or she not comply with the conditions of a treatment program in a
specified time period. For employees having severe financial problems, Security delivers
an advisory letter that gives the employee 6 months to resolve the problem.

The three intelligence agencies within DoD have taken progressive steps to
encourage self-referral by providing protection from removal of access. The National
Security Agency (NSA) advises its employees that self-referral for assistance alone will
not result in adverse adjudicative action. And NSA management goes as far as to say that
self-referral to the agency EAP need not be reported even when completing the SF-86 for
periodic reinvestigation. However, Security and the EAP do have a firm agreement that if
an issue arises in EAP that is of real security concern, EAP tells Security, and there is a
clear understanding about what constitutes reportable behavior. Defense Intelligence
Agency (DIA) security professionals are prepared to tell their people that self-referral is
definitely to their advantage as long as no serious additional adverse information is
present. A similar view was provided by the National Reconnaissance Office (NRO): a
problem situation will be investigated, but no loss of access is likely unless other adverse
information surfaces.

1o Agencies such as FAA, NASA, and the Secret Service, where the safety and protection of individuals and
high-value property are one of their highest priorities.
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Attitudes Regarding Change and Policy Modification

Policymakers and adjudicators were largely satisfied with existing policies that
offer a degree of protection to people who self-refer. However, they would certainly
welcome any future policy modifications that could do more to eliminate barriers to
people seeking help early. In these times of a strong civilian economy and DoD
manpower shortages, several respondents favored any policy reform that would help
retain DoD employees whose rehabilitation is reasonably assured.

While considering changes in or modifications to policy, interviewees were quick
to warn against any type of blanket immunity to adverse clearance action or vaguely
stated policy that may be abused. Some individuals might run for shelter under such
protections. One official’s remarks represent the sentiments expressed by many,
especially officials dealing with the military. “We can’t make promises [about immunity]
that we can’t keep. Any statement must be qualified. This agency is literal-minded; we do
things strictly according to the exact wording of a regulation or directive. But we would
be positively oriented to any proposals that would improve the overall reliability of the
civilian and uniformed personnel workforce so long as important security issues are
addressed.” At the same time, several security officers raised the point that it is far less
risky to have people identified as having problems and placed into counseling or
rehabilitation programs than to have them wandering around untreated and still having
access to classified information.

Policymakers and adjudicators without exception advocated that more effort go
into education. Several mentioned better education for both cleared personnel and
security professionals. As one adjudicator put it, there is a real need “to provide more
education to help people understand the adjudicative process and help diminish anxiety
about seeking assistance.” Another adjudicator stated that the biggest problem in this area
is how to overcome the prevailing (and negative) culture in the cleared community. He
wants people to understand—what is in fact true—that voluntarily seeking assistance
when it is needed will not count against them. “They need to be educated.”

Most interviewees agreed that education is the key to dispelling myths and
misconceptions—or just plain ignorance—about how personnel security policy is applied
and several believed that some policy modifications or innovations may be helpful, so
long as these do not override the paramount needs of national security.

The personnel security system is set up via executive orders and DoD directives
and regulations to try to balance the requirements of national security with the needs of
cleared employees presently experiencing personal problems. There are already several
ways in which Security can help the troubled person, examples of which are described in
Appendix K. Agencies could modify these types of programs to cover not only drugs and
alcohol, but a wide range of troubles, including emotional problems.
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Findings: Perceptions of Barriers

This section of the Findings deals with issues that appear to be interfering with a
good balance between employee assistance and the personnel security system. The
section discusses people’s ideas of what might stop them or others from using counseling
services in the DoD system. Such barriers—largely feelings and perceptions—may be
based in reality, or are simply imagined. But since perception often is reality, imagined
barriers become the same as real barriers and have to be dealt with, although possibly in
different ways.

First, policymakers, adjudicators, and EAP and security professionals give their
views on what they believe is going on in the field. This is followed by some additional
comments by security professionals on how they view their own programs. Lastly, rank-
and-file employees share their ideas about what they see as barriers and impediments.
Opinions are not necessarily based in reality. A roadmap to this section is provided.

> Perceptions of Barriers (Source: policymakers, adjudicators, and EAP and security — professionals)
Personal Denial of Problems
Worries about Confidentiality
Stigma of Seeking Help
Fear of the Security System
Lack of Trust in the Organization
Supervisors’ Reluctance to Report Employees
Misinformation and Common Misconceptions
The SF-86 Dilemma
> Resource Issues for Security (Source: security professionals)
» Perceptions of the Rank and File (Source: GS-11-13s, E-7s and E-8s)
Problems (civilians)
Stigma of Seeking Help, and Ways Around It
Lack of Trust in the Government
The Security Office, and Repercussions of Reporting an Issue
Worries about Confidentiality
Downsizing and Low Morale
Kinds of Problems and the Special Case of Drugs
Uncertainty in the System
The EAP Program and Outreach
Solutions (civilians)
Obtain Assurances from Security
Improve Supervisors’ Attitudes
Develop a More Positive Stance for EAPs
Provide More Effective Outreach
Enhance the Role of EAP
Use of PERSEREC Report
Problems (military)
Concern about the Clearance Depends on the Job
Reluctance in the Military to Admit Faults
Other Deterrents
Solutions (military)
Increase Awareness
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In this section, we use many of the people’s own words.'” Also, one quotation
from one person does not mean that only one person expressed the sentiment; we use a
quote only when it illustrates the sentiments of several people.

Please note that questioning of interviewees was designed to capture their
perceptions of barriers to employees seeking help. As mentioned above, barriers may
only be in the imagination, but they are nonetheless real to the people.

Perceptions of Barriers by EAP and Security Professionals

We interviewed 69 counselors, program administrators and personnel security
personnel in the field in the 10 installations. We also spoke with four more individuals
from DoD EAPs in Washington, DC. Some of the comments below also reflect the
opinions of the 17 policymakers and adjudicators at headquarters about why many at-risk
employees refuse or hesitate to seek assistance through government-sponsored EAPs or
counseling services.

Personal Denial of Problems. The most difficult people for the system to help
are those who do not believe they have problems, several interviewees noted. Until those
people can be persuaded to admit their problem, there is very little a supervisor can do
other than direct them to enter a program to solve a problem they refuse to recognize.
One facility security officer in a Defense contractor company said that “People don’t
want to admit they have a problem, either because they don’t accept that they have one,
or because they are embarrassed.” Such attitudes are part of the basic human condition
and result in barriers to getting help.

Worries about Confidentiality. Confidentiality was the No. 1 issue to emerge
from our interviews. Do people trust the protections of confidentiality that are offered
them? Are they convinced that the government will honor privacy agreements for all
confidences disclosed to a counselor (other than those required by law to be reported to
Security or to civil authorities'®)? Appendix E lays out the various legislative supports
for, and exceptions to, privacy. It also discusses the striking differences in degree of
confidentiality afforded civilians as opposed to military personnel. Privacy is a more
complex issue in the military, given that commanders have a valid need to know of any
personal problems in their units that might jeopardize readiness and security.

Many interviewees said that people have a hard time believing that they can trust
a government agency to protect their privacy. “For the military, we cannot promise
confidentiality. Only the chaplain has confidentiality,” said a director of a family support
center used by both military and civilians. This sentiment was expressed by many
interviewees who told us that not all service members have the resources to bypass the

7 These quotations are taken verbatim from field notes, with minor editing to reflect the speaker’s
intonation or to fold the comments into the flow of the text.

'8 Each state has its own laws about what must be reported to authorities. In general, however, reportable
items involve the disclosure of information affecting national security, posing a threat to oneself or others,
or evidence of child or elder abuse, and criminal behavior.
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military counseling services. But some do. As a security manager told us, “Many of our
military personnel do not go to Mental Health at the base hospital because they don’t
believe they will get full confidentiality. Many people opt to go outside and pay for their
care themselves...especially officers.” Civilians have less to fear because, unless their
problem is egregious and required by law to be reported to the authorities, the details of
their consultations with counselors will remain confidential. The problem is that users do
not know what is reportable to Security and what is not. Being nervous of accidentally
stepping into security issues that are reportable by the counselor, they often decide to
eschew DoD counseling services altogether and go to private counselors, or not seek help
at all. When formal EAP brochures announce that “/n general (Italics added), information
from the EAP may be released only with your prior written permission,” people
immediately wonder about circumstances under which information will be released
without their permission. We heard a few stories of breaches of confidentiality on both
the civilian and military sides, but have no way of knowing how frequently such events
really occur.

Stigma of Seeking Help. It is human nature, several of our interviewees said, to
fear exposing themselves to the embarrassment of seeking help for personal problems.
So, fear of stigma is a real deterrent, on the installation at least. While the general
population may be more understanding of seeking help for problems, stigma still remains
in the minds of many who ought to be getting help. Changing a department name from
Mental Health to Behavioral Medicine may change the image of Mental Health
somewhat, but the fact remains that people believe that going for help will be seen as a
weakness. This seems to be particularly so for military personnel and is exemplified by
the remarks of a noncommissioned officer (NCO) who said, “On the one hand, in the
military trying to get help for a problem is seen as favorable. On the other hand, when
you mention using counseling services, then you really do come under greater scrutiny.
There is definitely that perception, that you are somehow weak for having used such a
service.” A counselor for military members said, “For most of my people the fear of
stigma is very important. The stigma is simply that the person has to come see me.” A
commander said, “Thinking that if you go for help your career is over—this is a myth. It
just isn’t true. But the social stigma is still there; they don’t want that mental health label
applied to them. So that is definitely a deterrent.” Mental-health types of problems appear
to be the most stigmatizing in people’s minds, with counseling for financial problems—at
the opposite end of the spectrum—being more acceptable and thus less embarrassing.

Fear of the Security System. Mentioned as often as confidentiality and stigma
was fear of the Security Office, especially if one’s job is dependent upon the clearance.
Whatever the regulations say and however many security briefings affirm that seeking
help is not necessarily a career-killer, many people are still frightened of Security. They
sometimes would rather go outside the system. A young unit commander told us that
“Everyone is very concerned about their clearance. And people do seek assistance or
counseling off the installation to avoid their problem becoming known to authorities on
base. They go outside the gates.”
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“In some places on this installation, if you lose your clearance or access, there is
no place to go. You lose your job,” said a clinical psychologist in a mostly civilian
organization. “So people are really fearful of seeking help for problems.” Some of the
very young people in the military, on the other hand, were reported by several
interviewees as being much more concerned about losing their driver’s license than any
clearance!

Most people do not believe Security when it tells them that they won’t get their
clearance revoked for certain infractions. A chaplain said (of military people), “They
come to me because they don’t trust the counseling services. Some stronger reassurance
is needed in the area of seeking counseling, because people do run scared. There is an
attitude or perception that counseling will ruin your career. I try to help people get past
the block and refer them to professionals who can help.” People just cannot believe that
Security is there to help. This poses a heavy challenge for security educators to reassure
people that they are safe. A director of a family support center told us in some frustration,
“Seeking counseling is a mitigating factor and seen as a plus for a troubled person, but
how on earth can we get people to believe that?”

Those who recognize they have a problem and know they need help are often
hesitant to seek counseling because of their security clearance status. The problem often
worsens until, by a kind of self-fulfilling prophecy, they become security risks. One
particular security manager told us, “I agree with the perception that people are leery
about seeking help because of their clearance status. They don’t seek assistance until they
reach a point where they are being directed to do so—and thus they are a security
problem. They wait, and then it finally bursts. They wait to the point where there are
definite security consequences. They finally seek assistance, and then Security has no
alternative but to remove access.” An NCO in Mental Health mentioned the same
problem of people allowing things to get out of hand before seeking help. If and when
people do finish up seeking help, “they are often near the end of their tether, near
meltdown.”

Lack of Trust in the Organization. Another factor is closely related to fear of
adverse action by the security system. This is the concern that one’s immediate
organization will not be supportive when news of a personal problem that requires
treatment reaches the director of human resources or the commander of the unit.
Employees are clearly concerned, first, about whether sensitive personal information will
be handled in strictest confidence by management and the human resources department
and, secondly, whether the employing organization will respond to that information in a
fair and compassionate way.

Absence of organizational trust appears to be widespread among both military and
civilian personnel. A family service counselor at a military base, when asked whether
personnel are making use of his facility, stated, “People are absolutely holding back; they
are terrified.” He concluded that they would prefer to pay cash outside and be seen
privately. For example, new officers on the base are afraid that they could not fly if they
admitted to attending counseling. “It is not career-enhancing.” A security officer at a
research facility stated that she thinks there is a general belief among the employees that
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if you go to get help, you will lose your job. She tells them it is safe to go to EAP, but
they do not believe it.

From the interviews, it became apparent that employees’ willingness to seek
assistance is a function of the strength of their conviction that, once having sought help,
such information will be held in confidence, and that the organization itself can be trusted
not to endanger the employee’s professional standing should participation in a treatment
program become a matter of record.

Employees are concerned in particular that knowledge of their entry into a
treatment program might result in reassignment of duties or become a bar to upward
mobility. It is believed, for example, by military officers that a single incident of, say,
DUI" is disqualifying and, in some cases, a block to promotion or even retention. This
concern is exacerbated in military organizations where there is less expectation of privacy
regarding personal matters. The chaplain at a military training installation told us that
many students come to him because they don’t trust the counseling services. There is an
attitude or perception among the enlisted population that “counseling is a career-killer.”
He added, however, that people have never mentioned concern about their clearance
status.

Supervisors’ Reluctance to Report Employees. Despite knowing that
employees have a problem and should be sent to get help, supervisors are often reluctant
to refer them. This is either because they do not want to lose staff from the unit or
because of fear that the person’s problems will reflect on their (the supervisors’)
leadership. Several people mentioned this. For example, a counselor on a military
installation told us, “There has always been resistance to referring people. A lot of
military managers feel they will be looked upon unfavorably if they refer someone. They
are supposed to take care of their own people, and it is a reflection on their ability to
command if someone has a problem. And often the supervisor will refer too late. He sits
on the problem a lot longer than he needs to, and the situation gets worse, not better.”
“Supervisors don’t want to report,” says another security officer, “because they just don’t
want to get their guy into trouble. They don’t want to put the person in the position of
losing his job. They don’t want to rat on their employee.”

Misinformation and Common Misconceptions. One military officer, an 0-6,20
believes firmly that policies are definitely in place at all levels in DoD to channel people
to any help they may need. The security policies even contain chapters on encouraging
employees with problems to seek help. “The Services have come a long way in the last
few years,” said the officer, “in terms of helping and not simply punishing. For the most
part commanders and other DoD supervisors are quite sophisticated and willing to go the
extra mile for their people.”

Security often does tell people that they can safely seek help for problems without
having their clearance revoked. The problem, according to the same O6, is that while

" Driving Under the Influence
2 0-6 is an Army, Air Force or Marine Corps colonel or a Navy captain.
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policy may be in place and supervisors are for the most part sympathetic, implementation
is often faulty. Mid-level people in the field continue to maintain that if you self-report
some infraction, you are immediately in deep trouble. Even people outside the system
preserve the myth and give the wrong advice. For example, a personnel security manager
told us, “Security tells people that sharing information with them is not necessarily going
to affect their clearance. One DUI won’t get your clearance pulled. But everyone else
seems to be contradicting Security. The stories contradict; the old-timers contradict; even
people in the private sector, like attorneys, tell their clients that they will lose their
clearance if they go for help.”

It is clear that in many cases the wrong message is being sent by managers in the
DoD system about the relationship between seeking assistance and people’s security
status. Security is still suspect, not necessarily because of anything Security has done
(although sometimes for that), but because noncommissioned officers (NCO) or other
supervisors instill fear of Security into their people. The following story illustrates this
point. An NCO sent five young enlistees to Security all at the same time without
explaining why they were being summoned. “He just told them to go to Security ‘because
you have a problem.” He totally scared those kids. No wonder Security is dreaded,” said
the security officer in a military installation. People remember stories of such treatment,
and then the myth that Security will “get” you is perpetuated. Nobody remembers the
good stories where people are helped and reinstated. And people find it hard to believe
the assurances of those NCOs who are trying to send the correct message. For example,
an NCO in Mental Health on a military installation who clearly wants to change negative
perceptions, told us, “There is an unfounded anxiety. People believe in the myth that they
are going to be hurt when they seek help. I tell my people that only about 3% of all self-
referrals ever need to be reported. I tell them again and again that they won’t necessarily
lose their clearance by seeking help.” But people believe in the myth that they are going
to be hurt when they seek help.

The Standard Form 86 Dilemma. The subject of the SF-86 came up several
times. People understand, we were told, that when their 5-year periodic reinvestigations
come along and they have to fill out the SF-86, they must respond to the questions on
drugs, alcohol, mental health and other kinds of counseling. A security manager in a PRP
program told us, “There’s a fear that if you answer honestly on your SF-86, then
confidentiality is blown and now you are at the mercy of DSS not to pull your clearance.”
Yet people are strongly advised by Security to answer honestly the SF-86 questions and
reveal their attendance at counseling programs. So they are faced with the dilemma of
lying on the form or of admitting the counseling and opening themselves to Security
scrutiny. At the same time, Security cannot give any assurances up front. The same PRP
security manager told us, “We never say that we are not going to take their clearance.
There has to be some protection of national security as well as of the individual.” So
individuals feel they are in a damned-if-you-do, damned-if-you-don’t quandary, a
security Catch 22. They reach for help but, in so doing, believe they make themselves
ultimately vulnerable to further investigation by Security. This is perceived as a major
problem, several managers told us.
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One employee relations administrator made the point that the worst deterrent to
self-reporting is Item 21 about mental health counseling on the SF-86. She believes that
simply approaching an EAP should not constitute “consulting with a mental health
professional.” “After all,” she explained, “EAP is mainly an assessment and referral
operation. And even if you do take short-term counseling from an EAP counselor, any
problem that can be solved in, say, three visits, couldn’t have been very serious in the
first place.” She believes that people shouldn’t have to start admitting to real counseling
until they really do consult a counselor on a long-term basis. So she thinks that the
threshold for “counting” mental health counseling should be changed. She also advised
further re-wording in Item 21 (see Conclusions and Recommendations of this report).’

Resource Issues in the Security System

This section begins with Security’s administrative problems, followed by more
general comments about Security’s efforts to encourage people to seek help without dire
consequences. This is followed by some remarks that sometimes, after all, Security has to
be given priority when people’s behavior has gone too far. These comments are based on
the remarks of the 26 security professionals interviewed in the field.

A major administrative problem for Security is a decrease in resources. There
have been drastic cuts over the past few years in personnel at local security offices and
cuts in personnel at the CAFs. Thus, fewer workers have been required to process the
same number of people. Field security officers would like to give more time to working
cases before submitting them to the adjudicative facilities. They are frustrated that they
cannot always support the security program in ways they did before, delving more deeply
into cases, reaching out to the community with special briefings, and so forth. However,
despite the shortage of hands, Security does see itself as making an effort to go the extra
mile for people applying for, or updating, clearances.

One manager vividly summed up the situation in his particular office: “Probably
the most serious problem facing the personnel security program is severe understaffing of
Security offices. People need to feel they are getting a fair hearing and it is hard to

*! Following is the present wording in the SF-86:

Item 21: Your Medical Record: “In the last 7 years, have you consulted with a mental health
professional (psychiatrist, psychologist, counselor, etc.) or have you consulted with another health care
provider about a mental health related condition?”

“If you answered “Yes,’ provide the dates of treatment and the name and address of the therapist
or doctor below, unless the consultation(s) involved only marital, family, or grief counseling, not related to
violence by you.”

Item 25: Your Use of Alcohol: “In the last 7 years, has your use of alcoholic beverages (such as
liquor, beer, wine) resulted in any alcohol-related treatment or counseling (such as for alcohol abuse or
alcoholism)?”

“If you answered ‘Yes,” provide the dates of treatment and the name and address of the counselor
or doctor below.”
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convince them of that when you know they probably aren't. With the short staffs, cases
are put on an assembly line and cataloged based on superficial analysis. Many, if not
most, cases are handled as part of a stack, not as individuals. The training, education, and
liaison programs are also affected because our staff are spending their time processing
clearance actions. This in turn creates more clearance problems that affect the training,
education, and liaison programs.”

However, despite their own understaffing difficulties, security officers are trying
to project a kindlier, gentler image. Their message to DoD personnel, civilian or military
alike, is to seek help early while their problems are relatively mild. A facility security
officer in a Defense contractor company, for example, told us, “We tell our people that if
they voluntarily avail themselves of EAP and complete the program, there isn’t going to
be any adverse clearance action. We are better off security-wise if problems are being
addressed.” Similarly, an O-5%* told us, “It’s healthy to seek help. Seeking help should
not be harmful to people. It’s the people who don’t seek help who are the problems. The
military has a policy that if you self-refer the [name of her Service] won’t take any action
against you. It’s only if you are in trouble because of a serious incident that you are in
trouble.”

Security prides itself on working closely with other parts of the helping system to
get people into appropriate programs to solve their problems. Several officers said they
would like to think that people have more faith in them now than in previous years.
“Over the years things have changed a lot. We are no longer the Gestapo. People are
beginning to trust us,” says a personnel security manager on a military installation.
Another officer is discouraged that people don’t believe her message. “But I do get
frustrated. I tell them again and again that it is OK to seek help, but they don’t believe
me. People just cannot believe that this is true.”

Lastly, we present the views of an NCO in a PRP program, where he has both
supervisory and security responsibility and where personnel security standards become
more stringent and less flexible when merged with PRP considerations. He commented
that, even in his very sensitive program, one-time infractions do not necessarily mean
one’s clearance is revoked. “If I had to seek help for a personal problem,” he said, “it
wouldn’t affect my clearance. That would only happen if I’d done something that might
put my reliability into question. Just for the simple act of seeking assistance, no, there’s
no problem. A one-time incident of, say, DUI would not necessarily bring a person’s
reliability into question. (Two or more times, then there’s a problem.)”

There were several stories from these officers about how the system has
successfully helped various people in trouble and that Security can even work with
people in serious trouble. The stories illustrate points that emerged again and again in
these interviews.*

*0-5 is an Army, Air Force or Marine Corps licutenant colonel or a Navy commander.

“The first story concerns an employee who drank too much on TDY, did not show up for meetings, and
was loud and disruptive at evening dinners. On returning home, his fellow workers reported the situation to
his supervisor. When the supervisor did his write-up to Security, he explained that this was not the first
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People are reminded from time to time, however, that national security is, and has
to be, of overriding concern in allowing people clearances. Security must be protected,
even though the law has made ample provision for helping cleared employees with
problems. The reality, several interviewees mentioned, is that, if a person’s problem is
egregious enough (say, three DUIs), the CAFs are strict and do suspend access. Even the
commands and local security offices can suspend access on the spot. So fears of coming
forward for help are often justified. As a military psychologist told us, “The fact is that
treatment can impact on people’s clearances, and people know it.”

Several other people made the same point: that not seeking help for serious
problems because you fear Security’s retribution is partially justified. “People just get
stressed and generally for very good reasons,” said a counselor at a family support center.
“They shouldn’t be frightened of seeking help at Mental Health. But sometimes
supervisors use this as a tool to get rid of people. So there is often a really valid reason to
fear going to Mental Health.”

The general perception by security officers in the field is that adjudicators are
overworked and, because of this, occasionally make snap decisions based on partial
information. To avoid unnecessary adverse actions, personnel security managers in the
field often “package” a person’s file before sending it to the CAF for adjudication. In
other words, information on an individual is not forwarded piecemeal; the field office
waits until it has gathered additional mitigating information, such as entry to a treatment
program, and then sends the material as a whole. This offers a more balanced picture of
the individual with which the busy adjudicator can work.

Not everyone has difficulties in interacting with the system. A couple of
professionals in EAPs and in the military world voluntarily told us that they themselves
had sought treatment for grief, marital, and mental health problems. They spoke of the
excellent care they had received and stated that their clearances were not affected by their
attendance at these sessions.

time this had happened but that noone had reported it before. The employee then began to attend regular
counseling and eventually maintained sobriety for over 2 years. “The CAF fully supported him. He is fine
now and his clearance has been reinstated.”

Another security officer told of a civilian fireman who tested positive for drugs and went to rehabilitation.
The CAF was informed. It came back with a conditional clearance that included a stringent rehabilitation
drug-testing program. Now the fireman is in recovery and he speaks highly of the EAP program to

coworkers and other employees. Security and the EAP have now briefed everyone in the fire department.

Another vignette—from a chaplain—concerned the case of a chaplain’s assistant who had a serious alcohol
problem. People on the installation, including Security, made a great effort to help that person. Eventually,
the problem was resolved and the person’s clearance reinstated. “That’s an example,” the chaplain said, “of
how the military does have success in helping its own.”
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Perceptions of the Rank and File

An organization with a climate of trust in which employees (and their supervisors)
are willing to address personal problems before the problems become security issues
would be the ideal for personnel security managers. It is clearly in the interest of Security
that all employees and their families take advantage of the full range of EAPs and
counseling programs. But to make this work, troubled employees are required to
gamble—that by self-disclosure or self-referral for assistance, they will not incur adverse
personnel actions simply as a response to that admission. In discussions with cleared
employees, we wished to determine whether this fear of the system is commonly
experienced, whether it is objectively justified and, if not, what might be done to portray
a more accurate view of how the system works.

After interviewing policymakers and EAP and security officials, we wanted to
know how “ordinary” potential users of EAP and counseling services felt about the
subject of seeking help for problems and protecting their clearance status. We used focus
groups to collect qualitative data on respondents’ perceptions and feelings. The groups
consisted of people of close-to-equal status and were held in settings that facilitated open
discussion. (See Appendix A for further discussion of using focus groups to elicit issues
and ideas.) To each focus group two questions were posed: For people who hold security
clearances, what are the barriers, if any, to seeking help for personal problems? And what
might be done to eliminate those barriers?

Civilians (GS11-13)
Problems

Stigma of Seeking Help, and Ways Around It. Stigma was mentioned as a
serious issue in that “it’s embarrassing to go to an EAP.” People try to find solutions to
problems on their own rather than expose themselves to the embarrassment and difficulty
(and possible consequences) of consulting an EAP. One person discussed a sense of
awkwardness in laying open his private self to counselors when seeking help. “It requires
a certain amount of courage to talk to a stranger about a private family matter.” Others
said they would rather take care of their problems themselves with the help of family or
through a church rather than go to EAP.

Lack of Trust in the Government. The issue of not trusting the government was
discussed in detail. For example, one person said, “How can you trust the government?
Anybody who wants to can find your personnel file. Very few civilians on the installation
go to the EAP. If you want help, you go outside the system. Or you go to someone in the
community. And you wouldn’t want to have your insurance cover it. You pay cash. No
checks. Also, hot lines provide anonymity and confidentiality.” People are concerned
about personal information getting back to Security authorities and perhaps leading to
adverse action against them. One person said, “If you contact the EAP, your job is gone.”
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“It’s interesting,” another said, “that the issues EAPs say in their brochures they
can help you with are the very issues that are investigated for clearance applications. It
seems like they [the government] are building a database! And it’s impossible to really
know where information about you resides so that you can request it and look at it. It
probably would take too much sophistication on the part of the government to find all the
information and use it against you. However, data-mining is in the works for the future
and it won’t be long before the different types of information are accessible and start
coming out.”

Concerns about the Security Office and Repercussions from Reporting an
Issue. Individuals worry about the possible repercussions of Security finding out about
personal problems. “If you admit to the government that you have a problem, they may
not fire you. But the practical outcome is that you’ll never get promoted again. Your
career is over. If you’re working for DoD, your clearance is gone. You may not get fired
because you have a problem but because you don’t have a clearance.” Another person
said, “If you lose your clearance, you can no longer perform your job. Losing my
clearance would probably be one of the first things to come into my mind in thinking of
going to an EAP.”

Participants recognized that security personnel are overworked so they can’t do
everything they need to evaluate the seriousness of your problem. They agreed that, “As
far as Security goes, you’re not supposed to have problems. For us, there’s a group of
problems that you can deal with just with your boss. But if you have to go beyond your
boss, then it’s a crap shoot.”

Worries about Confidentiality. Confidentiality is a major issue. “If you mess up,
and if a few people know about it, there's nowhere to go. To cut and go [leave the
installation], you would lose a lot. Even if your boss is the nicest guy in the world and
doesn’t tell anybody, your attendance at EAP is still in your record. When the security
people come around 5 years later, they grab you. All of a sudden you can’t hold your TS.
You have to do the SF-86 paperwork, and then it’s all out there in the open.” One person
suggested that it would be all right to go to EAP on the installation, “but not my own
unit’s EAP, some other EAP.”

In EAP brochures, employees are assured that the services are confidential. But
brochures often include a sentence: “In general, information from the EAP may be
released only with your prior permission.” The words in general give rise to serious
concern about what exactly can be released under certain circumstances. This makes the
next sentence in the brochure less believable: “Participation in the EAP will not
jeopardize your job or career.” (There is a serious contradiction here, alluded to earlier.
The SF-86 release, signed by the employee, gives permission for further enquiry. The
reality is that people who hold clearances have committed themselves to unconditional
release of information related to their problems and participation in counseling.)

Downsizing and Low Morale. A lot of discussion took place on downsizing and
its effect on morale, and also about the perception of a growing lack of caring for
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employees. “When we lost loyalty between employer and employees, we lost a lot of the
‘we care about you’ attitude. It’s not clear that [supervisors in the government] are
reaching out to support workers as best they can. Supervisors aren’t championing
employees as much as they are protecting themselves from pressure from above [from
their own supervisors].”

“The government employee used to be seen as a valuable asset. Now the thought
is that if you leave, you’ll be doing the government a favor because they can get your
services cheaper from someone else. Getting rid of you is the solution to their problem.
They’re not looking for reasons to keep you.” “In an environment of downsizing and
outsourcing, you’re especially unlikely to put the spotlight on yourself by saying ‘Hey, I
have a problem!’” Others said that, to the contrary, in a downsizing environment people
are more willing to go to EAP because their problems are not their own fault. “They can
blame their troubles on the BRAC.**”

Kinds of Problems, and the Special Case of Drugs. A hierarchy of problems
exists: some are not as embarrassing or as egregious as others. Certain problems are
relatively well tolerated. Having financial problems, for example, is understandable and
fairly well accepted because there is a clear way to work through the problem. Alcohol
and marital problems are also relatively well received. One person related a story of an
acquaintance who was in the process of divorce and obtained EAP services. He still has
his clearance and is happy with the services he received. “There’s a belief that if you can
get through divorce counseling, you can get on with your job.”

“But drugs are never OK. If you have drug problems, this is a serious concern.” A
person described an incident where an employee reported a coworker who was having
marital problems—an affair. This resulted in a drug test that turned out to be positive.
The person was removed: there was no warning, no probation, and no services were
offered.

There is even a hierarchy of problems within the problems. For example, “You
can have serious financial problems combined with stress, or you can just want to find
someone to help you straighten out your finances.” The latter is much less serious.

Uncertainty in the System. Participants were concerned about uncertainty and
flux in the system. “Every time the administration changes, the rules [on the ground]
change. Also, even if you only move from job to job on the same installation, the rules
change as you change supervisors. Supervisors interpret regulations differently. Just
because supervisors accept EAP services at one time and place doesn’t mean that new
supervisors will,” opined one person.

The EAP Program and Outreach. In addition to feeling that the entire system is
murky and lacks clarity, participants felt that the EAP programs and their outreach
systems were vague and unfocused. As a result, many personnel on the installation did
not even know what the acronym EAP stands for, let alone how to use its services. Nor

** Base Realignment and Closure
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did all participants know if there was an EAP building on the installation, much less
where it was. The Family Services Center was known to provide services, but it was not
clear if civilians could use it. In any case, when one person in the focus group called the
Center about how to legally handle a medical situation, no counselor was available.

People find out about EAPs through brochures and the base newspaper.
“Sometimes EAP has a push [advertising, public relations] on EAP programs on the
installation. But if you happen to be out of town that week...”

Solutions

Obtain Assurances from Security. Participants agreed that there should be more
clarity in the system, taking the form of an explicit stipulation in all EAP information that
if people use EAP services and are working through their problems, they will not lose
their clearance or their job. Also, they felt that, in terms of filling out the SF-86, just
contacting an EAP should not constitute “counseling.” Counseling should only be
reported if the person needs long-term counseling beyond the services of the EAP.

Participants also agreed that adverse action against people should be based on
adverse behavior, not simply because they sought help. Seeking help should be viewed as
a positive. They agreed that people who seek help and genuinely show that they can
rehabilitate themselves should be given a safe harbor-like protection.

Improve Supervisors’ Attitudes. Participants agreed that supervisors’ attitudes
need to be improved, although they admitted there are good supervisors. For example,
one participant spoke of an individual having an alcohol problem. His boss walked him
down to EAP. Others in the office knew what occurred. Everyone was supportive. There
was no talk of the person losing his security clearance. Hence, the outcome depends on
how a particular office (and supervisor) handles the situation. In this case, the boss
decided to help the person. However, participants felt that average supervisors are not as
aware and that they should be given training to help them recognize symptoms of
employees who have problems and to make sure that the employees seek help.

Develop a More Positive Stance for EAPs. Participants noted that if EAPs
offered a wider range of services, such as legal or employee relations, there would be less
of a stigma associated with contacting the EAP. For example, if an EAP is known as a
proactive service provider for positive activities, such as setting up a living will or
obtaining financial/investment services advice, as opposed to just financial disaster
counseling, this would build a better reputation for EAPs. Then, if a problem occurred,
people would feel better about seeking help. A name change is also recommended,
perhaps Employee Services Center or Employee Support Services. Personnel who knew
it before as EAP could see it in a new, more positive light.

30



Provide More Effective Outreach. Many of the participants agreed that EAPs
should provide more effective outreach. Placing newsletters in employee mail boxes
usually means the materials are immediately dropped into the trashcan. E-mail is a
possible alternative for distributing EAP information.

EAP should advertise, conduct seminars, and make it known that services are
available. They should implement monthly activities on the installation television show,
establish links on Web sites, and set up independent anonymous hot lines. The staff could
show how trained problem-solvers can help troubled employees. Moreover, they should
have a very explicit statement that the information cannot be used or accessed by security
personnel. Services should be offered outside the regular workday so that people could
visit after-hours. “If superiors know that I am using the services [during the day], you
have to wonder, ‘Is that information going to chase me?’”

The group agreed that mandatory TV network training on the installation would
be good, with a sign-off mechanism to show that an individual has completed the
training. And people could then be given training-hours credit for completing this task.

Enhance the Role of EAP. As one person said, “EAP has an excellent
opportunity. It could become a strong advocate for the people, something they don’t have
right now. Morale is low because of downsizing. Right now, people don’t feel there is
anyone to go to, anyone to represent their interests.”

“EAP has the potential of being very effective if it changes its name, puts on its
superman suit, and does some good.” The more visible EAPs are, the more supervisors
may feel appropriate pressure to incorporate and support use of EAP services within the
workplace. Supervisors (and managers above them) should be encouraged to take a
reasonable course of action without the supervisors being monitored and without their
having to report to the next highest level. “We have to remove the handcuffs,” said one
participant.

Use of PERSEREC Report. Participants want to ensure that this PERSEREC
report serves as a wake-up call to management. We suggest the report be distributed to
the commanding officers of installations, with a note stating that the report be
disseminated to all directors and be made available to all personnel. As one participant
stated, “If this report doesn’t get widely disseminated, it will be of no use at all.”

Military (E-7 - E-8)
Problems

By way of introduction, participants explained that the “EAP” system is different
in the military world and probably less amenable to change because of the nature of the
military and its special requirements. In this more paternal world, service members are
urged from the very start to consult various helping services. However, they are more
likely to be encouraged to go first to their immediate supervisors with their problems. In
this way, matters can be known to the command, people can be referred to the
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appropriate military agency on base or post, and their progress in counseling programs
can be tracked.

The participants explained that the commander can have considerable impact on
troubled subordinates before situations become so critical as to affect clearances. Most
commands are set up so that people know they have an open-door policy with their
supervisors. The culture encourages taking care of all personnel inside the group, and all
supervisors encourage their people to come to them first.

However, the participants told us, it is up to individuals whether they actually go
to their bosses for help and not all service members confide in their supervisors. Their
problems either sort themselves out “naturally,” the person goes directly to a nonmilitary
source for help, or the problem worsens until some incident brings it to the attention of
the commander. The commander will then counsel the person him/herself, insist that the
person go to a military rehabilitation or counseling program (a command referral) or, if
the problem is something very severe such as drugs, initiate sanctions which may include
separation from the military.

Concern about the Clearance Depends on the Job. Participants agreed that in
the military the type of position held determines whether an individual is concerned about
their clearance when they have a problem. In some jobs, the clearance is the lowest
priority; people are more concerned about pay grade, personal reputation in the
command, or worrying about being separated from the Service. In other positions, every
task performed is based on the clearance. Without the clearance they cannot accomplish
their work. In reality, they do not lose their clearance because they have, say, an alcohol
problem. They may lose access, but they do not necessarily lose the clearance. Whether
they lose access depends on the severity of the problem and their record of performance,
among other things. So a definite difference exists between people with clearances and
those without in terms of admitting a problem. Those with clearances who have problems
often resist admitting it because of fears for their jobs. Those without clearances have far
fewer qualms.

Participants explained that if individuals lose access, they may gradually regain it
during a successful probationary period. They will first be re-granted access with
supervision, and eventually they will progress to full access again. Within certain jobs,
however, if they do not have access, they cannot keep their job must be reassigned, which
definitely creates a barrier to admitting problems.

Reluctance in the Military to Admit Faults. Other barriers to seeking help
include a sense of pride and a reluctance to admit a problem. "In the military, people’s
egos often prevent them from getting help. There’s a macho, ‘I can handle it’ mentality,
especially in certain jobs.” Most people will not come forward until an incident occurs
and the problem is publicly revealed (e.g., drunk driving). “That’s not going to change,
it’s human nature.” Embarrassment is a major factor in not seeking help. For example,
participants stated us that it is embarrassing to be found to be in financial difficulty.
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Other Deterrents. Participants felt that seeking help outside the military is
viewed by Security as highly negative because it is interpreted as an attempt to hide
something. For example, each command has its own financial counselor. Yet people may
also have financial counselors at their bank and they may seek financial counseling
outside. People feel compelled to take care of financial problems because if they receive
a financial indebtedness letter at their command, they can lose their access. Finances are
important, we were told; they represent an integrity issue, concerning not only a person’s
ability to care for his or her family, but also susceptibility to compromising secure
information and the like.

The group felt that another reason people may not seek help is that they would
rather deal with issues on their own terms and feel a sense of personal responsibility.
Once they admit publicly to their problems, they are dealt with on the military’s terms,
and they lose control over their own lives.

Participants also stated us that most people in the military know there is zero-
tolerance for drugs. However, most participants agreed that a few cases do get a second
chance. Mainly, if employees test positive for drugs, they will receive some kind of
hearing, but as one participant said, “If guilty, you’re gone.”.

Solutions

Increase Awareness. Participants suggested that the military place information
about counseling services in weekly notices and make announcements at daily meetings.
At present, they believe there is no system available for informing people. One
department must take responsibility for disseminating counseling/referral service
information to the general workplace. Communities that work closely with the issues are
aware; but other areas are not. Participants agreed that supervisors should receive training
as well as recruits.
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Conclusions and Recommendations

Conclusions

This review of EAPs and counseling/referral services programs in the DoD
confirms that policy is already in place to provide at-risk individuals with options for
effectively addressing a wide variety of personal problems. These include problems that
are also of security concern, such as alcohol and substance abuse, mental and emotional
problems and financial issues. Many employees have successfully used counseling
services and returned to work, their problems resolved. However, many have not sought
assistance from government-sponsored programs because they are anxious about the
impact on their reputation, employment, or clearance status. We maintain that this
anxiety is counterproductive to the goal of assuring the reliability of the DoD cleared
workforce. The goals of the security and counseling services programs are often in
conflict with each other; the task is to work toward attaining a better balance.

Security policymakers, adjudicators, and field security managers are fully aware
of the dilemma faced by cleared employees who must make tough decisions. These
choices are between seeking assistance to combat a major problem and risking adverse
adjudicative action, and not seeking assistance and facing a worsening condition. Most
security professionals agree that the former choice is clearly in the interest of both the
employee and the government; they would welcome policy adjustments to remove
impediments that stand in the way of getting help through government counseling
programs. They also hold the view that this must be done without jeopardizing national
security.

This study also showed that, depending on the circumstances surrounding each
case, the security system is willing to work with people who admit to problems. In fact,
security professionals’ day-to-day actions are often marked by a common sense and
understanding that go beyond mere regulations. Suggesting that the problem could be
solved to a large extent by better security awareness or public relations efforts, several
security officers said that it is unfortunate that cleared employees do not really
understand the role of decision-making processes of security services. This is particularly
so at the field level where security staff frequently take on an advocacy role in favor of
the troubled employee.

We have considered several options for solving the problem. The radical option
would be an amnesty program in which immunity from adverse action is offered for
employees who will self-refer to some type of assistance program of monitored treatment
and be able to successfully deal with their problems in a reasonable period of time
without relapse. At the other end of the spectrum, steps would be put in place to ensure
that employees at least understand that personnel security decisions are not made in an
arbitrary fashion and that people’s good-faith efforts to address personal problems weigh
heavily in favor of them.

However, before recommending sweeping policy change, such as a blanket safe-
harbor program that would impact adjudicative guidelines and local guidance to cleared
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employees at all defense installations, a carefully designed pilot study should be
undertaken in order to assess the costs, benefits, and risks to defense components and
agencies of such a safe-harbor program. In the meantime, certain, less radical actions can
be undertaken in terms of policy definition and implementation and security education
that will undoubtedly help to mitigate (or help overcome) the barriers that now prevent
many from solving personal problems. These actions will lead to some assurance about
the positive effect of seeking assistance.

The recommendations listed below, if implemented, may well produce a system
that is more transparent and satisfactory to all parties, and will more closely balance the
needs of national security with those of individuals experiencing personal problems.
After all, DoD’s ultimate objective is, wherever possible, to retain valuable personnel by
eliminating barriers to seeking assistance.

Recommendations

We offer recommendations in three areas: policy and practice, a pilot study, and
security education and awareness.

Policy and Practice in the Personnel Security System

Recommendation 1. Provide explicit clarification in 5200.2-R to bring DoD
policy into harmony with E.O. 12968 by removing barriers to seeking assistance from a
government-sponsored EAP or other counseling provider.

Findings. Many DoD employees believe that they cannot consult EAPs and
counseling services without jeopardizing their clearance status. The fact is that
very few employees have their clearances revoked. So the problem is largely a
matter of perception.

Discussion. People just do not trust the system. Security education, therefore, has
to be enhanced. But first, assurances must be codified so that educators can point
for proof to a paragraph in the 5200.2-R (to 9-101[b] Management Responsibility,
p. IX-1). Such a paragraph, the precise wording of which would be drafted by
appropriate policymakers, would state that participation in an EAP would be
considered only as positive evidence of reliability and willingness to fulfill
personnel security responsibilities.

The regulation should also include a provision for the future implementation of
safe-harbor programs by components that would provide employees conditional
immunity from adverse adjudicative action while they are successfully
undergoing treatment or rehabilitation via government-sponsored counseling
programs. The regulation would include reference to a series of strict conditions
under which safe harbor might be offered under a component program.

35



Very few cleared personnel going about their normal business in the DoD have
any idea about what is contained in the 5200.2-R. Such documents are designed
by policymakers and are eventually translated into briefings at the field level. It
follows that DoD employees would be informed about any changes in the 5200.2-
R as part of the security education briefing program. Consequently we
recommend an additional amendment to 5200.2-R (Section 2, Security Education;
9-201, Initial Briefings) that directs the security educator to advise cleared
employees of the conditional immunity from adverse action offered to employees
who seek to address their problems through a government-sponsored EAP,
counseling, or treatment program.

An enhanced personnel security regulation would lead to a shift in climate where
cleared employees will be able to address personal problems and treatable
conditions in a timely fashion without fear of jeopardizing their clearance and
employment status.

Recommendation 2. Issue a policy letter to each of the components advising that
participation by any cleared employee in an EAP program (either by self-referral or by
management direction), given the absence of additional information of an adverse nature,
will not be grounds for an adverse adjudicative action.

Findings. We found that most security managers would like to announce such a
policy, but are holding back since it is not clearly spelled out in policy statements.
One security manager unambiguously stated that in his agency people seeking
help for stress and less-than-severe mental problems do not have their clearances
“disturbed.” Several security managers and adjudicators expressed concern,
however, that some individuals will attempt to use enrollment in an EAP or
military counseling program as protection against adverse action after other
events occur that would reflect negatively on the person’s suitability for continued
access.

Discussion. Such advice to security practitioners in the field will be strengthened
if it includes a statement that: “The act of seeking counseling or treatment will be
considered as positive evidence that individuals are willing to address their
problems, thus demonstrating that employees or service members are
conscientiously living up to their security responsibilities.” Given the language of
the current policy or adjudicative guidelines (discussed in Appendix I), a
declaration of this type would not represent a policy change but only a
clarification or elaboration of existing policy that in reality is consistent with
prevailing adjudicative practice.

One organization, NSA, has in fact announced to its employees that “seeking
professional assistance in dealing with problems does not jeopardize an
individual’s security clearance” and that “the decision to seek treatment is viewed
as a positive sign that an individual recognizes that a problem exists and is willing
to take steps toward resolving it.” This appears to have worked well in an
intelligence-agency environment. Please see Appendix L for a reproduction of the
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NSA newsletter in which employees are urged to seek EAP counseling for
problems. This policy could well serve as a model for a larger, encompassing
DoD policy.

We recommend that this advice should not apply to those who seek treatment or
counseling in the private sector without initial screening, counseling, and referral
through a government-sponsored EAP program. Use of a common point of initial
evaluation and referral should be encouraged since, while individual
confidentiality is protected by EAP administrators, the same can provide valuable
information to commanders and executives that pertains to organizational climate,
local vulnerabilities, and health conditions.

Recommendation 3. Include in the forthcoming revised adjudicative guidelines
statements that participation in an EAP or military counseling program is an important
mitigating factor and, given the absence of additional adverse information, would not be
the basis for revocation or suspension of access.

Findings. Adjudicators uniformly maintain that attendance at counseling is a
mitigating factor. However, as one interviewee pointed out, very often positive
information about an employee’s enrollment in an assistance program is
accompanied by other reports that would call a person’s clearance status into
question—DUI arrests, disorderly behavior, or unprofessional conduct. On the
other hand, this study found that, depending on circumstances, the security system
is often willing to work with people who admit to problems. It is not always
trying to “catch” people.

Discussion. As discussed earlier in this report, a statement regarding protection
from adverse action was included in the January 1987 DoD 5200.2-R as applied
to self-referral for treatment for alcohol abuse, assuming that there were “no
precipitating factors such as...arrests or incidents.” It is not clear why this
language was dropped from the 1997 DoD guidelines. During the next few years
the current guidelines will be updated, and changes will be implemented based on
judicial and legislative developments since 1997. It would be appropriate to
include language that is consonant with guidance in E.O. 12968 on the importance
of providing information on employee assistance. The 1987 guideline may in fact
serve as the model for a more general assurance regarding types of treatment or
counseling for all problems that might have security implications, not just alcohol.
This would obviously apply both to people applying for a clearance and to those
already holding one. The language might read:

“If an individual’s problem that is of security concern surfaces solely as a result of
self-referral to an employee assistance or counseling service and there have been
no precipitating factors such as arrests, adverse behavior, or evidence of impaired
judgment, action will not be taken to deny, suspend or revoke security clearances
solely on the basis of self-referral for counseling or treatment.”
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Recommendation 4. Modify printed guidance on the SF-86 (Items 21 and 25) to
remove the disincentive to voluntarily seek assistance for a problem that may be of
security concern.

Findings. The language of Item 21 (Your Medical Record) or Item 25 (Your Use
of Alcohol) stands as an obvious impediment to anyone who might be considering
even an initial inquiry to an EAP for possible referral (see page 24). While people
may trust the pledge of confidentiality provided by a counselor, as honest people
they acknowledge at the time of the next periodic reinvestigation an obligation to
report seeking assistance. Security officers advise them that they must do this.
Thus, many employees who have held a clearance for several years are aware of
this fact and will defer seeking help rather than, as they see it, jeopardizing their
clearance status.

Discussion. One interviewee and some focus group participants suggested that
policymakers consider several changes to the wording of the SF-86.%

One option is to specifically exempt as reportable initial counseling or evaluation
by an EAP professional (which often includes up to six sessions at no cost to a
civilian employee.) The guidance for Item 21 would then read:

“If you received counseling from a professional employee assistance counselor
under a government-sponsored program, you may answer no to this question and
you do not have to report it during a background investigation.”

Similarly, the guidance for Item 25 would include this statement:

“If your counseling was limited to an initial evaluation for possible alcohol
dependency by a professional employee assistance counselor under a government-
sponsored program, you may answer no to this question and do not have to report
it during a background investigation.”

This guidance would require employees to report mental health treatment or
rehabilitation for alcohol abuse only when they enter into a long-term relationship
with a therapist or other health care provider. After all, as our interviewee pointed
out, EAP is an assessment and referral operation, with sometimes short-term
counseling for easily resolved problems. Only problems that require long-term
treatment should be counted as mental health treatment or rehabilitation.

It must be understood, however, that by not including information about EAP
participation under Item 21 or Item 25, the employee must not assume that he or
she enjoys a sort of immunity from adverse adjudicative action, should issue
information come to light through continuing evaluation or the investigative
process concerning substance abuse or mental health.

> Wording could easily be added to the appropriate screens on the electronic SF-86.
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Another option that would not modify the reporting guidance as it stands would
simply add the following statements to the guidance for Items 21 and 25 to
confirm the positive effect of self-initiated actions to deal with personal problems.

For Item 21: “Your voluntary self-referral to a government-sponsored employee
assistance program or military counseling program for the purpose of mental
health counseling will be considered positive evidence of your reliability and
willingness to fulfill your personnel security responsibilities and will not
adversely affect your clearance status.”

For Item 25: “Your voluntary self-referral to a government-sponsored employee
assistance program or military counseling program for the purpose of seeking
help to combat alcohol dependency will be considered positive evidence of your
reliability and willingness to fulfill your personnel security responsibilities and
will not adversely affect your clearance status.”

Recommendation 5. Identify a single point of contact within the DoD for
oversight, policy development, and coordination of employee assistance programs for the
civilian DoD workforce regardless of whether employees hold clearances.

Findings. There is no one office within DoD that oversees and coordinates the
EAP program within DoD. The Office of the Secretary of Defense (Health
Affairs) has a directive, DoDD 1010.10, on health promotion that charges the
components with establishing health promotion plans and programs. It deals with
many matters usually covered by EAPs, but does not expressly mention EAPs per
se. The establishment of EAP programs is at present the responsibility of the
components.

Discussion. It would be preferable to have one DoD office that is responsible for
oversight and coordination of the EAP programs within DoD. With this, greater
accuracy might be achieved in tracking utilization rates among the Defense
components. There could be better coordination of policies on confidentiality,
more uniform compliance with legislative requirements, and standardized policy
on collaborative programs with security offices.

Pilot Study

Recommendation 6. Establish a pilot study to evaluate the feasibility of a
comprehensive safe-harbor program.

Findings. Several security practitioners wished to explore new ways to overcome
the resistance to self-refer for assistance by at-risk personnel. This call for
experimentation was voiced by a security manager at a military installation and by
several security professionals in the field: Set up a pilot program in which one
organization, working with the CAF, offers safe harbor from adverse clearance
action for self-referral, and even for willing participation in an EAP resulting
from a management referral.
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Discussion. We thus recommend a controlled test of a broadly applied safe-
harbor program in one organization or command. While the details of this
research design need not be enumerated here, the test program would apply to
both clearance and access that are in question for any security reason, not just
drugs. Non-negotiable conditions would be set up so that no “unqualified” people
can use the program as a shelter. The program would require that employees have
freely self-referred to a government EAP, counseling or assistance program, or
have agreed to enter such a program of treatment, rehabilitation, or counseling
based on a management referral. It would also assume that to preserve their
clearance status individuals must comply with the treatment program, agree to
regular monitoring, not relapse after the program, and have no pending overt
problems prior to entry. Any pilot program of this type would require close
coordination between EAP administrators and security managers at the
installation level and with the adjudication facility. Participants would agree to the
disclosure of their participation and subsequent progress to the CAF. The pilot
study might be conducted over a 1- to 2-year period within a large, well-defined
organization in which before-and-after indicators would be recorded and
compared.

Examples of programs on which a pilot study could be based are the Navy
conditional clearance policy that incorporates a type of last-chance agreement; the
Air Force SART program (for alcohol abuse); and the more formalized
Department of Energy EAPRO program. The EAPRO program applies to
contractor employees, but is administered by the government agency itself. These
programs are described in Appendix K.

Some security practitioners argue that an inclusive program of this nature would
be very risky. They suggest it might provide unwarranted shelter to individuals
escaping from the threat of adverse adjudicative action—people whose clearance
really ought to be revoked. On the other hand, the present system—in which
personnel, beset by problems, fear to seek assistance—offers its own risks. It
would be preferable to have such people identified and enrolled in appropriate
rehabilitation programs than have them dealing with classified information when
they are under the pressures of stress, illness, or addiction.

By conducting a pilot program employing a risk-management methodology, we

will be able to weigh the relative benefits of a comprehensive safe-harbor policy
over the status quo.

Security Education and Awareness

Enhanced security awareness and training for cleared employees and supervisors

would help break down barriers to seeking assistance, especially for problems relating to
the adjudicative criteria. Part of the difficulty in getting troubled employees to come
forward for help is the perceived lack of clarity in the personnel security system itself and
the unknown risks people might face about revealing personal problems to anyone, even

40



an EAP counselor. We should be able to spell out just how the system works and how
decisions are made about personal clearances and access.

Recommendation 7. Develop a prototype brochure on “You and Your
Clearance” that explains frankly the security benefits and ramifications of seeking help
for problems. This brochure may be passed out at the time people receive their clearance.

Findings. Discussions with supervisors and rank-and-file cleared personnel
revealed an atmosphere of mistrust and anxiety based on misinformation and lack
of accurate information. People are still not sure how clearances are granted and
what their personal responsibilities are for maintaining their clearance status.

Discussion. Few awareness products were found that focus on the clearance
process, self-reporting responsibilities, and the impact of seeking assistance on
one’s clearance or access status. People should be informed more frequently and
effectively of how the system works in practice. Among other things, we should
inform all personnel with problems—civilians and military—that, if they are
willing to make a genuine attempt to deal with a personal problem—especially if
they voluntarily seek assistance in the early stages of a problem—they will not
lose their clearances for this reason alone. In fact, seeking assistance it will count
in their favor.

Recommendation 8. Require that security professionals who provide initial
indoctrination and refresher briefings to cleared personnel include information—through
DoD and component policy documents—about employee assistance and counseling
programs, which should include new guidance as suggested by Recommendations 1
and 2.

Findings. Information about EAPs or counseling services is generally not
included in security briefings or in initial indoctrination by most security briefers.
Personnel do receive EAP security education briefings and other media from EAP
administrators, but the connection between the two programs is rarely made.

Discussion. Could security education briefings and other materials be designed
for would-be users to portray a more accurate view of how the system really
works so that people in trouble need not fear for their clearances for merely
seeking help? We suspect that some EAP administrators prefer not to raise this
issue for fear of discouraging self-referral, despite the fact that they routinely
guarantee confidentiality. Since this topic is a security issue, it is more properly
addressed in a security awareness briefing. To advise cleared employees about
EAPs is clearly mandated in Executive Order 12968 and in DoD Directive
5200.2-R. We recommend that component policy personnel remind security
managers in military components and civilian agencies of this briefing
requirement.

If in fact additional policy guidance is issued to components advising that
participation by all cleared personnel in an EAP program alone will not be

41



grounds for an adverse action, this new interpretation must be disseminated to
cleared personnel to help neutralize the fear of seeking assistance.

Security education often emphasizes information security and the foreign
intelligence threat, with little being said about the issue of human vulnerabilities
and how to address personal problems that could turn into security problems.
Security educators need newly designed content that stresses personnel security
obligations and the use of EAPs and counseling programs when appropriate. Such
messages must be delivered on a regular basis as new people cycle through
various work environments. The guidance should cover the following:

(Generally) how the Defense personnel security program works.

Personal issues that could jeopardize individual clearance status.

What this organization has to offer for employee assistance.

The impact on one’s clearance status of self-referral to an EAP or counseling.

The importance of self-reporting of security-relevant information to the security
officer.

Coworker intervention: How to deal with warning signs from the people who
work with you and what could happen to them if you make a confidential report
to a security professional.

Recommendation 9. Develop an exportable training module for supervisors and
administrators on how to respond to warning signs and refer at-risk cleared employees to
EAP/counseling programs.

Findings. There is reason to believe that many supervisors resist the idea of
referring troubled employees (who may be exhibiting signs of substance abuse,
extreme stress, or other problems) to EAPs, thinking that they might be placing
that person’s job or clearance status in jeopardy. In addition, information about
EAPs, limits of confidentiality, and the relationship between employee assistance
and clearance status varies considerably from one organization to another.
Employees, including first-line supervisors, remain very much in doubt about
their responsibilities and security obligations with respect to advising the people
they supervise about employee assistance.

Discussion. Given the large and wide dispersion of this target audience, an
exportable module in CD-ROM format would be a suitable vehicle for delivering
this type of training. This product might be modeled after the Customizable
Employee’s Guide to Security Responsibilities that is intended for use for all
cleared personnel (Defense Personnel Security Research Center, 2000).% The
module, which would be tailored specifically for supervisors, might include:

2% The Guide also includes advice on the referral of at-risk employees to EAPs by supervisors.

42



General personnel security responsibilities of supervisors of employees holding
security clearances.

Indicators of risk that may call for positive action by a supervisor, particularly the
need for referral for employee assistance.

Why self-referral in the early stage of a problem is much preferable to waiting.
How EAPs operate and what sort of help is available through them.

How to refer an employee to an assistance program. What to say with regard to
each type of problem. Does a supervisor face any legal risk by referring an
employee to an assistance or counseling program?

The possible impact of seeking help on an employee’s clearance or access status.

Supervisors might also be advised about how to counsel an employee who
appears to be in need of assistance. Security managers and EAP advisors in the
field suggested some of the following hypothetical dialog: “Times are changing.
People’s records are no longer retained by a referral to counseling.” “Things are
not looked at with the same jaundiced eye nowadays.” While people must at
present reveal counseling information on the SF-86, there is a Remarks section on
the form where they may explain the circumstances. Supervisors who refer
employees to EAP will not get involved with a lot of paperwork. Supervisors
should not be hesitant to confront an employee and should be assured that
employees’ problems are not necessarily a reflection of the supervisor’s
performance.
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