DOD PRIVACY REQUIREMENTS
1) Records Retention.  Do you have a system or information collection? 
[bookmark: Check1]|_|  No.  No further action required.
[bookmark: Check2]|_|  Yes.  Complete one of the following:
(A) If a General Record Schedule (GRS) or DoD record schedule applies:  
[bookmark: Check3]|_|  Contact DHRA HQ Privacy Office with identified retention schedule.
[bookmark: Check4]|_|  Adjudicate comments provided by P&R/OSD/JS Records Management Office as necessary until approved.
[bookmark: Check5]|_|  Submit final Memorandum for the Record (MFR) to DHRA HQ Privacy Office.
(B) If a GRS or DoD schedule does not apply:
[bookmark: Check6]|_|  Complete a Standard Form (SF) 115 and submit to DHRA HQ Privacy Office.
[bookmark: Check7]|_|  Adjudicate comments provided by P&R/OSD/JS Records Management Office as necessary until approved.
2) Privacy Impact Assessment (PIA).  Does your system collect or maintain information from or about people?
[bookmark: Check8]|_|  No.  No PIA is required.
[bookmark: Check9]|_|  Yes.  Complete the following:
[bookmark: Check10]|_|  Provide a draft PIA to DHRA HQ Privacy Office for review.
|_|  Adjudicate comments from DHRA HQ Privacy Office as necessary until approved.
|_|  Submit PIA to Program Manager and Component Privacy Officer for signature.
|_|  Submit PIA to DHRA HQ Privacy Office for final processing.
|_|  Renew PIA every three years or when modifications are made to the system.
3) Systems of Records Notice (SORN).  Do you search for and retrieve information about an individual based on a name, unique identifier (SSN, DoD ID Number), or other element of PII?
|_|  No.  No SORN is required.
|_|  Yes.  Complete the following:
|_|  Provide a draft SORN to DHRA HQ Privacy Office for review.
|_|  Adjudicate comments provided by DHRA HQ Privacy Office as necessary until approved.
|_|  Update PIA(s) as necessary.
|_|  Renew SORN every two years or when modifications are made to the system.  
4) Official Form.  Do you have a requirement to collect information from an individual(s)?
|_|  No.  No official form is required.
|_|  Yes.  Complete the following:
|_|  Contact DHRA HQ Privacy Office to confirm collection.  Provide copies, links, or screen shots of current unofficial forms (e.g., web forms, handbook description, system input fields).
|_|  Work with P&R Forms Management Office to develop an official form.
|_|  Coordinate draft form using DD Form 67.
|_|  Finalize official form with P&R Forms Management Office.
|_|  Provide final, official form to DHRA HQ Privacy Office.
|_|  Update PIA(s) and SORN(s) as necessary.
5) OMB / Paperwork Reduction Act (PRA) Requirement.  Do you collect or maintain information from a member of the public (someone who is not a Federal civilian employee or Service member)?
|_|  No.  No PRA package/OMB license is required. 
|_|  Yes.  Complete the following:
|_|  Contact DHRA HQ Privacy Office to confirm collection.  Provide current forms (unofficial or official), PIA, and SORN.
|_|  Submit PRA package to the P&R Information Management Control Officer (IMCO).  PRA package should include:
|_|  OMB 83i, “Paperwork Reduction Act (PRA)” (signed by Component Director)
|_|  Supporting statement
|_|  60-day Federal Register Notice (FRN)
|_|  Current version of the existing form(s)
|_|  Current versions of applicable SORN(s)
|_|  Updated draft versions of the form(s) (if changes are made)
|_|  Update PIA(s), SORN(s), and form(s) as necessary.
|_|  Renew OMB license every three years.
6) SSN Justification Memorandum.  Do you collect or maintain Social Security Numbers (SSNs)?
|_|  No.  No SSN Justification Memo is required.
|_|  Yes.  Complete the following:
|_|  Contact DHRA HQ Privacy Office to confirm collection.  Provide current forms (unofficial or official), PIA, and SORN.
|_|  Submit draft SSN Justification Memo to DHRA HQ Privacy Office for review.
|_|  Adjudicate comments provided by DHRA HQ Privacy Office as necessary until approved.
|_|  Submit for Program Manager or appropriate system official signature.
|_|  Submit signed SSN Justification Memo to DHRA HQ Privacy Office.
|_|  Renew SSN Justification Memo every two years.
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