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PRIVACY IMPACT ASSESSMENT (PIA)    

PRESCRIBING AUTHORITY:  DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance".  Complete this form for Department of Defense 
(DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use, 
and/or disseminate personally identifiable information (PII) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S. 
military facilities internationally.  In the case where no PII is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to 
system.

 1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Department of Defense Voluntary Education System (DoDVES)

  2. DOD COMPONENT NAME:

Department of Defense Human Resources Activity

3. PIA  APPROVAL DATE:

Defense Activity For Non-Traditional Education Support (DANTES) 

SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 

  a.  The PII is: (Check one. Note: Federal contractors, military family members, and foreign nationals are included in general public.)

From members of the general public From Federal employees

from both members of the general public and Federal employees Not Collected (if checked proceed to Section 4)

  b.  The PII is in a: (Check one.)

 New DoD Information System  New Electronic Collection

 Existing DoD Information System  Existing Electronic Collection

 Significantly Modified DoD Information System

  c.  Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals  
       collected in the system.
Purpose of the system: To provide voluntary educational programs to current and former military service members. The system will maintain 
educational records and track educational costs of those current and former service members who participate in DANTES programs; assist 
military personnel in making successful transitions to second careers in teaching; provide referral assistance and placement services to 
separating, qualified, military personnel for K-12 schools that serve low-income families throughout the U.S.; provide information to the 
Defense Finance and Accounting Service (DFAS) and to DoD fiscal and accounting personnel for the purpose of financial management and 
funds disbursement; support the services’ Tuition Assistance programs by managing Memoranda of Understanding with participating 
educational institutions; help prospective distance learners self-assess their readiness; and promote partnerships between civilian and military 
communities through agreements with commercial testing agencies, colleges, universities, and educational associations.  
 
Types of PII information required to participate in our programs include data required to process financial records, records relating to service 
members' education, and identity verification. Specific PII collected include: Name, Social Security Number (SSN), DoD ID Number, 
employment information (teaching employment data, dates of employment, subjects/levels taught, district/school, certification/program 
licensure data, employment contract, title, department), home/cell phone, mailing/home address, work email address, military records (rank, 
service, service status, dates of service, separation data, enlistment/reserve contract), work/official duty address, work/official duty phone, 
rank/grade, race/ethnicity, date of birth, education information (degree, major/minor, grade point average, date of highest degree, institution, 
institution state, transcript), personal email address, and sex.

 d.  Why is the PII collected and/or what is the intended use of the PII?  (e.g., verification, identification, authentication, data matching, mission-related use,  
       administrative use)

Missionsrelated use, verification, identification, and authentication of the user of the DODVES modules. Financial records require detailed 
identification of the individuals to ensure correct payments are made to the correct individuals. These same payments are reported for tax 
purposes to the IRS by DFAS. Score data records are provided to services transcript systems, who require PII to ensure correct identification 
of these academic records.

  e.  Do individuals have the opportunity to object to the collection of their PII? Yes No

     (1) If "Yes," describe the method by which individuals can object to the collection of PII.

     (2) If "No," state the reason why individuals cannot object to the collection of PII. 

The applications are used on a voluntary basis but are required to participate in the voluntary education programs. The individual has 
complete control of what information is entered.

  f.  Do individuals have the opportunity to consent to the specific uses of their PII? Yes No
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     (1) If "Yes," describe the method by which individuals can give or withhold their consent.

     (2) If "No," state the reason why individuals cannot give or withhold their consent.

The applications are used on a voluntary basis but are required to participate in the voluntary education programs. The individual has 
complete control of what information is entered.

  g.  When an individual is asked to provide PII, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided.  (Check as appropriate and  
       provide the actual wording.)

Privacy Act Statement Privacy Advisory Not Applicable 

DANTES Academic Information Management System (DAIMS) Exams Reimbursements 
 
Authority: DoDI 1322.25, Voluntary Education Program; DoDD 1322.08E, Voluntary Education Programs for Military Personnel; and 
E.O.9397 (SSN), as amended. 
 
Principal Purpose(s): To provide information to the Defense Finance and Accounting Service (DFAS) and to DoD fiscal and accounting 
personnel to authorize reimbursement of the GED, GRE General, GRE Subject, GMAT, Praxis Series, ACT and SAT exams administered at 
National and International Test Centers.  
 
Routine Use(s): To the United States Coast Guard Voluntary Education Program Office for the purpose of education counseling, financial 
management, and funds disbursement. For a complete list of routine uses, visit the applicable system of records notice at: http://
dpcld.defense.gov/Privacy/SORNsIndex/DOD-Component-Notices/OSDJS-Article-List/ 
 
Disclosure: Voluntary; however, failure to provide all required information on the form will complicate, delay, or possibly prevent the 
administrative actions necessary for reimbursement. 
   
 
Troops to Teachers (TTT) Application 
Authority: 10 U.S.C. 1154, Troops-to-Teachers Program; DoDI 1322.25, Voluntary Education Program; DoDD 1322.08E, Voluntary 
Education Programs for Military Personnel; and E.O.9397 (SSN), as amended. 
 
Principal Purpose(s): To verify information provided relative to selection and to provide that information to school districts or institutions of 
higher education in order to provide referral assistance and placement services to separating, qualified military personnel. 
 
Routine Use(s): To grant recipients at the state Departments of Education and their sub grantees to provide education transition services to 
current and former service members. For a complete list of routine uses, visit the applicable system of records notice at: http://
dpcld.defense.gov/Privacy/SORNsIndex/DOD-Component-Notices/OSDJS-Article-List/ 
 
Disclosure: Voluntary; however, failure to provide the requested information may result in disqualification for participation or limited 
exposure to certification or employment opportunities.   
 
 
Department of Defense Memorandum of Understanding (DoD MOU) Application 
Authority: DoDI 1322.25, Voluntary Education Program; DoDD 1322.08E, Voluntary Education Programs for Military Personnel; and 
E.O.9397 (SSN), as amended. 
 
Principal Purpose(s): To process memorandum of understanding applications and verify educational institution information provided is 
accurate and meets the DoDI 1322.25 eligibility requirements to participate in the military Tuition Assistance program. 
 
Routine Use(s): To contractors responsible for performing or working on contracts for the DoD when necessary to accomplish an agency 
function related to this system of records.  For a complete list of routine uses, visit the applicable system of records notice at: http://
dpcld.defense.gov/Privacy/SORNsIndex/DOD-Component-Notices/OSDJS-Article-List/ 
 
Disclosure: Voluntary; however, failure to provide the requested information may result in a delay of processing and/or eligibility approval 
to participate in the military tuition assistance program.

  h.  With whom will the PII be shared through data/system exchange, both within your DoD Component and outside your Component?   
       (Check all that apply) 

Within the DoD Component                 Specify.
Defense Logistics Agency (DLA),  Defense Enrollment 
Eligibility Reporting System (DEERS), OUSD P&R

Other DoD Components (i.e. Army, Navy, Air Force)
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                Specify.
U.S. Army, U.S. Air Force, U.S. Navy, Defense Finance & 
Accounting Service (DFAS)

Other Federal Agencies (i.e. Veteran’s Affairs, Energy, State)

                Specify. US Coast Guard State and Local Agencies

                Specify.
Grant recipients (Representatives from states Departments 
of Education)

Contractor (Name of contractor and describe the language in 
the contract that safeguards PII.  Include whether FAR privacy 
clauses, i.e., 52.224-1, Privacy Act Notification, 52.224-2, 
Privacy Act, and FAR 39.105 are included in the contract.)

                Specify.

College Board, N0018917DZ050. FAR clauses: 
52.224-1, Privacy Act Notification (APR 1984) 
52.224-2, Privacy Act (APR 1984) 
52.239-1, Privacy or Security Safeguards (AUG 1996) 
 
ACT Inc., N0018914DZ040. FAR clauses: 
52.239-1, Privacy or Security Safeguards (AUG 1996) 
 
Prometric, N0018913DZ046. FAR clauses: 
52.224-1, Privacy Act Notification (APR 1984) 
52.224-2, Privacy Act (APR 1984) 
 
MCH Consulting Services, LLC, N0024416D0042.  
PWS 10.1 Privacy Act Compliance. The contractor may be 
in contact with data subject to the Privacy Act Title 5 of the 
U.S. Code, Section 552.a).  The contractor shall ensure that 
employees assigned to this effort understand and adhere to 
the Privacy Act of 1974.  The contractor shall identify and 
safeguard reports and data accordingly.  The contractor shall 
follow DON policy and procedures detailed in 
SECNAVINST 5211.5D.  The contractor shall ensure that 
contractor employees assigned to the contract are trained 
annually on properly identifying and handling Privacy Act 
data and information.  The contractor shall furnish 
documentation evidencing such training to the Government 
upon request. 
 
N0018917QZ272, consolidated web support 
16.1 Privacy Act.  The contractor may be in contact with 
data subject to the Privacy Act Title 5 of the U.S. Code, 
Section 552.a).  The contractor shall ensure that employees 
assigned to this effort understand and adhere to the Privacy 
Act of 1974.  The contractor shall identify and safeguard 
reports and data accordingly.  The contractor shall follow 
DoN Policy and procedures detailed in SECNAVINST 
5211.5D.  The contractor shall ensure that contractor 
employees assigned to the contract are trained annually on 
properly identifying and handling Privacy Act data and 
information.  The contractor shall furnish documentation 
evidencing such training to the Government upon request.

Other (e.g., commercial providers, colleges).

                Specify. Universities, Educational Institutions

  i.  Source of the PII collected is: (Check all that apply and list all information systems if applicable)

Individuals                                Databases

Existing DoD Information Systems Commercial Systems

Other Federal Information Systems

Defense Enrollment Eligibility Reporting System (DEERS), Veterans Affairs (VA), Department of Education Postsecondary Education 
Participants System (PEPS), educational institutions, grant recipients (and sub-grantees) at state Departments of Education, DoD contractors 
that administer exams (The College Board's internet-based testing platform, Prometric's internet-based testing platform, and ACT Inc's ACT 
Internet Reporting Option (AIRO)). 
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  j. How will the information be collected?  (Check all that apply and list all Official Form Numbers if applicable)

E-mail Official Form (Enter Form Number(s) in the box below)

In-Person Contact Paper

Fax Telephone Interview

Information Sharing - System to System Website/E-Form

Other (If Other, enter the information in the box below)

DAIMS Reimbursements electronic form was approved as DANTES Form 1560/50 
TTT Financial Eligibility School Verification online form - form request to be submitted 
DoD MOU online form  - form request to be submitted

  k.  Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?   
 
   A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that 
   is retrieved by name or other unique identifier.  PIA and Privacy Act SORN information must be consistent.

Yes No

   If "Yes," enter SORN System Identifier  DHRA19 DoD

   SORN Identifier, not the Federal Register (FR) Citation.  Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/ 
   Privacy/SORNs/ 
             or

    If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency 
    Division (DPCLTD).  Consult the DoD Component Privacy Office for this date.

   If "No," explain why the SORN is not required in accordance with DoD Regulation 5400.11-R: Department of Defense Privacy Program.

  l. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority 
     for the system or for the records maintained in the system?

       (1) NARA Job Number or General Records Schedule Authority. Pending input

       (2)  If pending, provide the date the SF-115 was submitted to NARA.

      (3)  Retention Instructions.

SF-115 with proposed records disposition submitted to NARA in June 2018.  Records will be treated as permanent until records disposition 
schedule is approved by NARA

   m.  What is the authority to collect information?  A Federal law or Executive Order must authorize the collection and maintenance of a system of 
records.  For PII not collected or maintained in a system of records, the collection or maintenance of the PII must be necessary to discharge the 
requirements of a statue or Executive Order.   

 
         (1)  If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.  
         (2)  If a SORN does not apply, cite the authority for this DoD information system or electronic collection to collect, use, maintain and/or disseminate  PII.   
               (If multiple authorities are cited, provide all that apply). 
 
                (a) Cite the specific provisions of the statute and/or EO that authorizes the operation of the system and the collection of PII. 
 
                (b) If direct statutory authority or an Executive Order does not exist, indirect statutory authority may be cited if the authority requires the  
                      operation or administration of a program, the execution of which will require the collection and maintenance of a system of records. 
 
                (c) If direct or indirect authority does not exist, DoD Components can use their general statutory grants of authority (“internal housekeeping”) as  
                     the primary authority.  The requirement, directive, or instruction implementing the statute within the DoD Component must be identified.

10 U.S.C. 1154, Troops-to-Teachers Program; DoDI 1322.25, Voluntary Education Program; DoDD 1322.08E, Voluntary Education 
Programs for Military Personnel; and E.O.9397 (SSN), as amended.

   n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control 
       Number? 
 
       Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to 
       collect data from 10 or more members of the public in a 12-month period regardless of form or format. 
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Yes No Pending

         (1) If "Yes," list all applicable OMB Control Numbers, collection titles, and expiration dates. 
         (2) If "No," explain why OMB approval is not required in accordance with DoD Manual 8910.01, Volume 2, " DoD Information Collections Manual:   
               Procedures for DoD Public Information Collections.”  
         (3) If "Pending," provide the date for the 60 and/or 30 day notice and the Federal Register citation. 

Pending, Package submitted on 6 August 2018


