PRIVACY IMPACT ASSESSMENT (FlA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.18, “DoD Privacy 'mpact Assessment (PiA) Guidance". Complete this.fofim for Department of Defense:
(DoD) information systeris or etectronic coliections of information (referred to as an "electronic colfection” for the purpose of this farm) that collect, mainiain, vse,
andfor disseminate personally identifiable information {Pil) about miembers-of the public, Federal employees, cenfractors, orforeign natidnals émpioyed at U.S.
mifitary facilitiés internationally, In the case where na PH is-collected, the PiA wilt serve as a conclusive determintion that privacy requirements do not apply to.

system.
1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTICN NAME:

Employer Support of the Guard and Reserve Public Website (www.esgrmil}

2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

Défense Human Resources Activity 05/10/19

Defense Personnel and Family Support Center

SECTION 1; Pll DESCRIPTION SUMMARY (FOR PUBLIC RELEASE)
a. The Pl is: (Checkone. Note: foreign nationals are inclided in general public.)

From members. of the general public [} .From Federal émployees andlor. Federal contractors

i E.L%%gfizggfgfgs of the general public and Federal employees and/or 7] Not Collected (i checked proceed o Section 4)
b. The Pl is in a: (Check.one)’

[} New Dob Informalion Sysiem 1 New Electronic Collection
Existing DoD Information Systemn [] existing Electronic Collection
[] significantly Modified DoD Information Systerm

¢. Describe the purpose of this DoD information system or electranic collectlon and describa the types of personal information about individuals
collected in the system, '

The purpose of the system is to support the Employer Support of the Guard and Reserve (ESGR) mission to: facilitate and promiote a-
cooperative culture of employer support for National Guard and Reserve service by developing and advocating mutually beneficial
initiatives; recognize outstanding employer support; increase awareness of applicable laws and policies; resolve potential conflicts between
employers and their service members; and actas the employers’ principal advocale within DoD. The PII contained in this system is used to
create. yser accounts for a small subset of ESGR volunteers who handle public alfaits, so that they are able to {ogin to the website to
sontribute content {€.g., news and upconiing events) to the site.

“The types of personal information stored in ESGR.mil include: volunteer member's full name; email address, and state.

d. Why Is the PIl collected andfor what is the intended use of the PI? {e.g., verification, identification, authentication, data malching, mission-reiated use,
-adrministrative use)

Tdentification

e. Do Individuals have the opportunity to ofject to the collection of their FiI? ves [ ] No
(1) ' "Yes," deseribe the method by which individuals:can object to the collection-of PII.

{2) If “No,” state the reason why individuals cannot object to the collection of P,

Trdividuals may object 1o the collection of their P11 by not providing their information to ESGR; Tiowever, fallure to provide the requestec
information may impede, délay, or-prévent further processing of user accounts.

f. Bo Ind_!vidual's' have the oppertunity to consentto the specific uses of their PIi? D Yes No
(1) 1f "Yes,” describe fhe method by whichiindividuals can give.or withheld their consent.

(2) If "No," state the reason why individuals cannot give or wilhhiold their consent.

ESGR canniol create a Stale User account 10 log Into the system wiibout {he collection of the requested information.

g. When an individuai is asked fo provide P, a Privacy Act Statement (PAS) andfor a Privacy Advisory must be provided; (Cheék as appropriate and
providé the dctual wording.)

Privagy Act Statement [] Rrivacy Advisory "] NotApplicable
DD Form 2875 System Authorizalion Access Request (SAAR)
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ACGthority: Executive Qrder 10430, 9397; and Public Law 99-474, the Computer Fraud gnd Abuse Act:

Pringipal Purpose: To-record names, signatures, and other identifiers for the purpose of validating the trustworthiness of individuals
requesting access to Department of Defense (DoD) systems and information. NOTE: Records may be maintained in both efectronic and/or
paper form.

Roudine Uses: None.

Disclosure: - Disclosure of this information is volontary; however, failure to provide the requested information may impede, delay or prevent
Turther processing of this request.

h. With whom will the Pl be shared through data exchange, both within your Dol Component and eutside your Companent? {Chigck all that appiy)

[7] Within the DaD Component Specity. | l
{7] Other DoD Components Specify: | ]
[7] Other Federal Agencies Specify. | ]
[} state and Local Agencies Specify. l I
Contractor (Vame of contractor and describe the language in
. fhe contract that safeguards PIi. Inclide whether FAR prvacy Specify
clauses; ie. 52,224-1, Privacy Act Notification, 52.224-2; =p ’
Privacy Act, and FAR 39. 105 are ihcluded fn-the contract)
[ ] Otherfeg. commercial providers, colteges). Specify, I
i, Source of the PIl collectad Is: (Check afl that apply and fist all information systems i appilicabie)
] individuals [] Databases
7] Existing-DoD Information Systems {1 Commercial Systems

[} Other Federal Information Systems

j. How will the information be collected? {Check all that apply and list alt Official Form Numbers if applicabie)

E-mail Official Form (Enter Form Number(s) in the box below)
[] Face-to-Face Contact ™} Paper

[} Fax [] Telephone interview

[} Information Sharing - System to Systen [ website/E-Form

[ Other {if Other, enter the information in the box below)

DD Foirm 2875

. Doesthis DeD information system or eléctronic coliection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN i$ required if the infarmation system or electranic coliection contains information about U.S. citizens or lawful permanent U.S. residants that
is retrieved.by name-or other unigue identifier. PIA and Privacy. Act SORN information must be-consisient.

[]Yes [X]No

If Yas,” enter SORN System Identifier | ]

SORN Identifier, not the Federal Register (FR) Citation. Cansult the Dol Componsnt Privacy Office-for additionat information or htip:ifdpeid defense gov/
Privacy/SORNs{ '

ar
If 3. SORN has not yet been publishied in the Federal Register, enter date-of submission for approval to Defense Privacy, Civil Liberiies, and Transparency
Biivision (DRCLTD). ‘Consult the DoD Component Privacy-Office for this.date

1 "Ne.,” explain why the SORN is not required in accordance with DoD Regulation 5400.11-R; Department of Defense Privacy Program.

Information is not retrieved by nattig orother unique identifier.
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I. What 1§ the National Archives and Records Admiinistration {(NARA} approved, pending or general records schedule (GRS) disposition authority
“for the sysiem or for the records maintalned-in the system? '

{1} NARA Job Number of General Records Schedute Autherity. DSD AL-15, T606-00.2

(2) ¥ pending, provide the daté the SF-115 was submitled to NARA, | 1

(3 Retention Instructions.

Temporary. Destroy after 210°days of inactivity or when user no longer req uires access {i.e. user leaves ES.G_R-, ne longer holds a position/
role réquiring access fo update the website),

m. What is.the autharity to colfect informatidn? A Federal law or Executive Order must authorize the collection and maintenance of a systerm of
records. For Pli not collected or maintained in a system of records, the collection or maintenance of the Pl must be necessary to discharge the.
reguirements of a statue or Executive Order.

(1) Hthis system has a Privacy Act SORN, the autharities in this PIA and the: existing Privacy Act SORN should be simifar.
(2) if 3 SORN does not apply, Site the autharity for this DoD Information system or elecironic collection te gollect, use, maintain and/or disseminate P
{If multiple authorities are cited, provide all that apply}.
{a) Cite the specific provisions of the statute andfor EC that authorizes the operafion of the-system and the callection of PI.

(b} if direct statutory authority or an Executive Order does not exist, indirect statutory auihori_t‘y may be cited if the authority requires the
operation or administraficn of .2 program, the-exealition of which will require. the-caliection-and maintenance.of 2 system of records.

{cy If direct or indirect authority does not exist, Dol Compenents can use their general statutory grants of authority {internal housekeeping) as
thie primary authority. The requirement, directive, or instruction impleémenting the statute: within the DoD-Compoenent must be idéntified.

10 US.C. 1588, Authority to Accept Cerfain Yoluntary Services; Doly Instructien 120522, Emplover Suppori of the Guard and Reserve;
DoD Instruciion.8550.01, Do} Infernet Services and Internet-Based Capabilities:

n. Boes this DaD informatioh system or electronic callection have an active and approved Office of Management and Budget (OMB) Gonirol
Rumber?

Contatt the Compohent nformaticn Managemient Control Officer or Do Cleararice Officer for this iriformation, This number indicates OMB approval to
collect data from 10 or more members of the public in a 12:month period regardless of form.or format.

[ Yes [x] No  [] Pending

(1) it "Yes," Iist alt applicable OMB: Gontrol Numbers, callection tltlés, and expiration dates. o

(23 1§ "No;" explain why OMB approval is not required in accordance with-DoD Manual 8910:01. Volume 2, ™ Dol Information Collactions Manual:
Prosedures for Dol Public Information Collections.”

{3} 1 "Pending,” provide the date for the 80 andfor 30 day notice and Lhe Federal Register citation,

Minimal information is collected.
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SECTION 2: Pl RISK REVIEW

a. What Pll will be collected ( data element ajone or in-combination that can uniguely identify an !hdfvfdua.{_}_? (Check alf that apply)

Biometrics Birth Date [] “Cnitd Information
Gitizenship Disability information '[] DoD 1D Number
Driver's License Education information [:] Emergency Contact

Gender/Gender |dentification
Legal Status
Medical Information

Financial information
L.aw Enforcement Information
Marital Status

Emiploymént Informiation
Homme/Cell Phone
Mailing/Home Address

N
I
_ Rarita L
Military Records Mother's Middie/Maiden Name Name(s)
Offictal- Duty Address Official Duty Telephone Phone [ Other ID Number
Passport Infoririation Personal E-mail Address- D Photo
Place of Birth Posltior/Title ] Protected Health Infermation (PH))'
Race/Ethnicity ‘Rank/Grade [} Religlous Preference
Records: Sesurity Information T Sodtal Security Number (SSN) (Fulf or in any

form)

OO 0o0000000ma
2 0 o

Work E-matil Address If Other, enter the information in the box below

(74
—
=
3

ifthe SSN is ¢ollected, compleie the following questions.

{DoD Instruction 1000.30 states that alt DoDy personnel shalf reduce or eliminate the use of SSNs wherever possible. SSNs shall mot be usid in spreadsheets,
hard copy lists, elécironic reports, or collected in surveys unless they meet one ‘or more of the acceptable use criteria.)

(_1) 15 theré 3 current (dated within two (2) years) DPCLTD approved SSN Justification on Memo in place?

[] Yes [X] Ne

If "Yes" pr.ovide the signatary and date approval. | "No,” explain why ttiere is no’' SSN Justification Memo.

{2) Describe_iha approved acceptable usein accordance with DalY [nstruction 1000.30 “Reduction’of Social Secuity Number (SSN) Use within DoD",

(3} Describe the mitigation efforts to reduce the use including visibility and printing of SSN tn accordance with Dol tnstructoin 1000:30, ‘Reduction of
Social Security Number (SSN) Use within Da". -

_{4) Has a plan to eliminate the usé of the SSN or mitigate its use-and or visibillty been.identified in the approved SSN Justification requesi?

i *Yes," provide the-unique identifier and when'can it be elimmated?
If"Ne,” explain.

(] Yes [] No

b. What is tie PIl confidentiality impact leval’? tow [] Moderate [ ] High

*The definilion of PHI invdives éviiuating conditions fisted i thé HIPAA. Censult with General Gounssi 1o make this determination.

24,11 dance on determisding the PIi confidentiafity impact jevel, see Section 2.6 “Categorizalion of 1 Using NIST 5P 304-422* Use. theidenililed Pii confidertiality impact level to apply the approprate Privacy Overday
low, modenate, or high, This activity may be conducted as part of the categorzation exercise that pocurs Lridér the Risk Managemar Framawork (RMF). Mote Ihat categarization under the RIMF is typiealty
cnndusted using 1ha information types describd i ST Special Publication {SP) B0g-50, which are not as granular as tha FIF data.elements isted inhe £14 table. Determining te Fli conlidentiality impact fevel 18
mast effective when.done in Colianoration Wil the [nformatinn Owner, Information System Crivrer, Informiation System Secunity Manager, and representatives from the secusily. and privacy srgarizations, such as the
Ieformation System Security Gficer (1SS0 and Senior-Component Officlal for Privacy IS0} or designess,

DD FORM 2930, JUN 2017 PREVIOUS EDITION IS OBSOLETE, AEMDesigner  Page 4 0f8



¢. How will the Pl be secured?-
(1) Physicat Contrdls, (Check all that appiy)

Cipher Locks, [K] Closed Circtit TV {CCTV}
Combination Locks identification Badges
(] KeyCards [ safes
Security Guards ]  ifOther, enter-{he information tn the box below
(2) Administrative-Gontrols. (Check aff that appiy)
[X] Backups Secured Off-site
IX]  Encryption of Backups
Methods to Ensure Only Authorized Personnet Access to PIi
[XI Pericdic Security Audits
Regular Monitoring of Users’ Securlty Practices
I Other, enter 1he informaticn in the box below:
Use of visitor registers
(3) Technical Coritrols. (Check afi that apply)
[] Biometrics [X] common Access Card {CAT) [X] oD Public Key Infrastructure Gertificates
‘Encryption of Data at Rest 7] Encryption of Data in Transit [} External Ceftificate-Authority Certificates
[x] Firewall intrusion Detaction System (IDS). 1 Le_asi Privilege Access
{X] Role-Based Access Controls [} Used Only for Priviieged (Elévated Roles) User Identification and Password
X] Virtual Private Network (VPN) it Other, enter the information in the box below '

Password, Completely Automared Public Turing test to tell Computers and Humans Apart _(CAPTCHA).

d. What additional measuresisafeguards have been put in place to address privacy risks for this Information system or electronic coltection?

Proper safeguards at each stage in the inférmation handing process are in plate to'm inimize the improper handling and collection of PIL.
Acecess o personal-'infonnation is‘maintained in a secure, password protected electronic.system that utilizes securify hardware and software.
Piysical controls, including the use of security guards, identification badges, key cards, cipher-and combination locks, and closed circuit
TV, are provided through DISA site hosting the data servers. DISA utilizes the above controls to ensute only authorized persorne! have
physical access to hardware supporting network operations, DISA and ESGR System Administrators audit access and security logs. Data
backups are performed daily.. Application administrators. with aceess to Pil are limited to personnel that require access forthe performance
of their duties. Additional controls include the use of firewalls, active intruder detection, role-based access controls, virtual private network,
encryption, and passwords.
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