PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instriclion 5400.16, "Doly Privacy Impact Aséessmerit (PiA) Guidance”. Complete {his form for Department of Defense
{DoD) Information systems or.elecironic collections of inforrnation (referred to asan "efectronic collection” for the purpose of this form} that colleét, miaintain, use,

and/or digseminate personally identifiable. infermation (Plf) about members of the public, Federal employees, contractars. or foreign nationals empidyed at U.S.
rilitary facifities internationaily. Inthe case where rio Pit is collected, the PIA will serve as a coriclusive determihation thit privacy requirements do not apply to
system. ;

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Task Managent Tracker (TMT)
2, DOD COMPONENT NAME: 3. PIA APPROVAL DATE:
Defense Human Resources Activity 05/03/1%
DHRA Headguatters

SECTION 1: Pl DESCRIPT 10N SUMMARY (FOR PUBLIC RELEASE)
a. The PIl is: {Check one. Nole: foreign nationals are included i genéral public.)

] From members of the.general public. [] From Federal employees.andfor Federal contractors

i both f- i ] d i .
. From both members of the genera! public and Federal empioyees and/or D Not Collected [ checked procesd fo Seation 4)

Federal contractors:
b. The Pll is in a: ({Check one).
New DoD Information System [] NewElecironic Collection
T[] Existing DoD information Syster [[] Existing Electronic Collection
7] significantly Modified DoD information System

¢. Descritie the purposs of this Dol information system or electroni{:'col'iéctiun and describe the types of personal informatten about individuals
collected in the system. )
The Defense Human Resources Activity (DHRA) 1s comprised of a [Headquarters and tweive Comiponent-organizations, spanming the United

States and multiple networks. The Task Management Tool (TMT) provides an Enterprise-wide task management sclution, enabling DHRA
to initiate, track, approve, and archive tasks across its diverse mission sst in & coilaborative, centralized environmeént. TMT allows DHRA
leadership to monitor workloads, prioritize tasks, track task due dates to ensure timely completion, and serve as a-repository of DHRA.
efforts. The latter capability allows action officers to leverage previous effaorts and create an envirenment of continuous process
jmprovemént over time for récurring tasks. Tasks may include PII collected and maintained in accordance with any Dol or DHRA System
of Records Notice, as reguired for mission purposes. Tasks may also include P11, where required, in order to provide individuals with
services froim DHRA. as réquested or required by policy and statute.

PII collected may include but is not limited to name, social security number, home address, email address, and other information required on

individuals to process a mission-related or administrative task. The minimum amount-of PII data is collgcted in order to.facilitate processing

of corresponderice and tasks.

& Why is the Pil collected andfor what Is the intended use of thi PIIT (&.g., verification, identification;-authenticatioh, data matohing. mission-refated use,
administrative use}

Mission-related and administrative use:

. Do-individuals have the opportunity to object to the collection of their PI1? T ves. No
{1y ¥ "Yes," describe the method by which individuals can object to the collection of PIL.

(2) If "No," state the reason why individuals cannot abject to the collection of PIL

TMT is a task management system and docs not directly collect PII, anly maimtains P11 incidentally as required fora given task. Indi\{]duals'
would be-given the opportunity to object at the original point of collection.

{. Do individuals have-the opportunity to consent to the specific uses of their PII? [ Yes No
{13 1f "Yes," describe the method by which individuals can glve orwithhald théir consent,

{2) 1 "No," state the reason why individuals cannoct give or withhold their consent.

TMT is a fask management sysiem and does not directly caliect PIL, oaly maintains PIl ncidentally as.-reqmred fora given task. Individuals |
would be given the opportunity to.to the specific use of their P1T at the original point of coliection.

g. When-an indlvidual is asked to provide Pil, a Privacy Act Statement (PAS) and/or & Privacy Advisory must he provided, {Check as appropriate and
pravide the actual wording.)
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™ Privacy Act Statément [} Privacy Advisory’ Not Applicable

k. With whom will the PIl be shared through data exchange, both within your DoD Component and outside your Gomponent? {Check all that apply)

Within the DoB Component Spegify. If?ersonnel resp_an‘sibie for processing carrespondence. '
7] Other DoD:.Components, Specify. | ‘
[] Other Federal Agencies Specify. | l
"] State and Local Agencies Specfy. | E
o o Information is accessible by Accenture for purposes of '
Contractor (Name of éonlractor and describe the language in administering the system. '
' the comtract that safeguards Pl Include whether FAR privacy specify )
clauses, ie, 52.224-1, Privacy Act Nofification, 52,224-2, P . . . ) . ) N )
Privacy Act, and FAR 39,105 are included in the contract} FAR clauses 52.224-1, 52.224-2, and 52.224-3 are
incornorated by reference.
[l Other (6.9. commercial providers, tolleges). Specify, | J
1. Source of the Pli collected Is: (Check all that apply and fist all information systems if applicabie)
Individuals {X] Databases
[X] Existing DoD information Systeriis 7] Commercial Systems

Other Federal Information Systems.

PIl may be collected directly from individuals or from any existing DoD or Federal repository to complete taskers or correspondence
packages in support of the DHRA.

§i: How will the information be collected? (Chatk all that.apply and list alf Official Form Numbers it applicable)
E-maii Official Form (Enter Form Number(s} inthe box below)
[X] Face-to-Face Contact Paper
Fax: [X] Telephone Interview
Information Sharirig - Systern to System Website/E-Form

(] Other (If Other, enter the information in the box below)

" % Does this DoD Information system ar electronic collection require a Privacy Act System of Recards Notice [(SORN)?

A Privacy Act SORN is required if the Infarmation systerm or glectronie.callefion contains information about 1.3, citizens of jawful permanent U.S. residerits that
“isetdeved by name of other unigue identifier. Pla-and Privacy Act SORN information must be cansistent. )

[] Yes No
if "Yes,” entér SORN Systern identifier |

SORN jdéntifier, not the Federal Register (FR) Gitation. C_ons_uit the DoD Component Privacy Office for additional information or hitp://dpcid defense.gov/
Privacy/SORNs/

or
1t @ SORN Has not yet beer pliblished in the Federal Register, eriter date of submission for- approvatl to Defense Privacy, Civil Liberties, and Trarsparency
Divigion (DPCLTE). Consuitthe Dol Component Privacy Office for his date:

If "hp,” expldin whi the SORN is not required in accordance with DoD Regul’attbn'5400‘1 1-R: Department of Defense Privacy Program,

Information will not be retrieved hy_ name or other unique identificr tied to the individual's PII.

I. What Is the Naticnal Archives and Records Administration (NARA) approved, pending or gereral records scheduté [GRS) disposition autharity
for the system or forthe records maintained in the system?

(1} NARA Job Number or General Redords Schedute Authority. A |
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(@) It pending, provide the.date the SF-115.was submitted to NARA. [ N/A.

{3} Retertion Instructions:

All feeords maintained in TMT are reference copies, The authoritative record copy is maintained outside of TMT irt approved records
retention systems.

m. V¥hat s the authority to-coliect information? A Federal Jaw or Executive Order must authorize the collection and maintenance of a system of
records. For Pll not collected or maintained in a system of records, the collection or maintenance of the. Pli must be necessary to discharge the
requirements of a statue or Executive Order.

(1} If this system has a Privacy Act SORN, the authorities in this PIA and the exlsting Privacy Act SORN should be'simifar.

{2) If-a.SORN does riot apply. cite the-authoiity-for thig DoD information system or electronic colfection to collect, use, maintain andfor disseminate PIL.
(If mutliple- authorities are cited, provide ail that-apply).

(a) Cite- the specific prb\.ir'isi'on'sz of the statute andfor EC that authorizes. the operation of the system and tﬁe-ccllect_icn of PI.

(b} £direct statutory authority or an Executive Order dogs not exist, indirecl statutory authority may be cited if the authority requires the-
aperation ar-administration of a program, the execution of which wil require the collection and mainienance of a system of records.

{c) if direct or indirect autharity does not ekist, DeD Components can use their general statutory grants; of aqthority {‘internal housekeeping’) as
-the primary authorily. The requirement, directive, or instruction implementing the statuts within the DoD Component mus{ be identified.

TO USC 136, "Under Secretary of Defense for Personnel and Readiness™; oD Directive 310087, "Department of Defense Human
Resources Activity (DoDHRA)" E.O 9397 (SSN), as amended.

n. Does this BoD Information system or electronic cotlection have an active arid approved Office 6f Management and Builget (OMB) Gontrol’
Number?
Contact the Companent Inforiation Management Control Offiger or oD Clearance Officer for this inform_atic_;n."i’his number indicates OMB approvat to

collect datafrom. 10 or more members.of the pubiic in a 12-month period regardless of forfmof format.

] es Mo [ ] Pending

(1) 1 "Yes," st all applicable OMB Control Numbers, coliection fities, and expiration dates.

(2 |f "No,” explain why OMB-approval is not required in-accordance with Dol Manuit 8910.01, Volume 2,7 DoD infarmation Collections Manual:
Frocedures for DoD Public information Coltections,” _

(3} If "Pending,” provide the date for the 80 and/or 30 day notice and the Federal Register citation.

TMT s not the otigimal pomt of collection for any information maintained within the system.
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SECTION:2; PH RISK REVIEW

a. What Pll wilt be collectad (a data element alone of in combination thet can uniquely identily an individual? (Check alf that apply)

Biometrics Birth Date’ [C] child information
Gitizenship Disabilify informiation [ Dol I Number
Driver's License. Educatian Information : {1 Emergency Contact

Gendér/Gender Identification
Legal Staius
Medical Informalion

Financial Information
Law Enforcement infarmation
Marital Status

Employment information
Home/Cell Phong
Mailing/Hore Address

(] |

Wititary Records Mother's Middle/Maiden Name Name(s)

Official Duty Address Official Duty Telephone Phope Other 1D Number

Passport Information Personal E-mail Addréss Phto

Place of Birth Position/Title Protected Health Information (PHI)*
Race/Ethriicity Rank/Grade [} Religious Preference

Recards Security Information [xl f;‘;‘:;"' Security Nurmiber (SSN) (Fullor in any

1 s o o o o o

Work E-mail Addrass i Other, enter the information in the box below

0 oo o o

Pll-collected may-include, but is-not limited to name, social security number, homie address, email address, and othier information required
on individualsto process a mission-related or administrative task. The misiimum amount 6f PIT data is collected iy order to facilitaté
processing of correspondence and tasks.

if the SSN is collected, compiéte the following questions.

{Dop Instruction 1000.30 states.that afl Dol personnel shall redlice or eliminate the use of SSNs wherever possible. SSNs shalf not be used in spreadsheets,
horl copy lists, electronic-reports, or collected in surveys unless they meet ang or more of the acceptable use crteria.}

{1} is.there a current {dated within two (2} years) DPCLTD approved SSN Justification an Mema in place?

L] Yes No

if"Yes." provide the signatory and date approval. If “Np."explain why there is no 88N Justification Mema.
TMT 15 not the original point of coliection for any information mainiained within the system. Any SSNs maintamed in the sysiem are
coltected-in accordance with the the SSN Justificationi Mémo for the System of Records or form that serves-as the original point of coliection ]

{2) Describe the approved acceptablé use in accordance. with DoD- instruiction 1000.30 “Reduction of Social Securily Number (SSN) Use within DoD”

{3) Desciibe the mitigation efforts to reduce the use including vistbility and printing. of S3N in . accordance with DoD instructoin. 1000.30, "Reduction of
Social-Security Number (S8N) Use within Dol”.

(4} Has a plan fo eliminate the use of the SSN or mitigate its use and or visibllity been identified in the approved SSN Justification request?

H:“Yes," provide the unique identifier and when can it.be eliminated?
i "No,” explain.
] ves o

TMTs not the original point of collection for any information maintained within the system. Any SSNs maintained in-the systeny are
collected in accordance with the the SSN Justification Meme and elimination plan for the System of Records or form that serves as the
.original point of collection,

b, What s the PIi confidentiality impact level*? X] Low [} Moderate [ ] High

_1Thp.de_!inition of BH involives evatuating condifions fisted |0 the HIPAA. Corsult witth Generat Counsel to make this deterrination.

zGuidahce;on datermining the P canfidentizlity impact level, see Se_cl:on':!,'s__"catagorjz_aﬁcn of Fit Using'Ni_éT'S_P_aoi_)’dzz.‘ Use the identified Pl confidentislily Impact ievel to apply the approgriate Privacy Gveday
tew, moteraté; or high, This activity may ba condutted as part of tha vategurizalien Bxercise: that decurs under the Risk Management Framewerk iRMFL Hate that categorization under the RMF is typically ’
conducted using the information types described in MIST Special Fublizalion ($P) 800-60, whith aré vt as granularas the Pil datar alernents [lsted in the PIA table: Detetrnining the Pii confidentiality impact fevel s
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[HE5
€. How will the Pl be secured?
{1) Physical Controls. (Check all that apply}
[[1 Cipheriocks
(1 Combinatiori Locks:
Key Cards:
[X] Security Guards

Irformation Systeat Securily Officar USSCI '} and Senlor Somporient O}'Faal !or anacy {SCGP} or demgnees_

ESHIESI

"Closed Cireuit TV (CCTV)
Identification Badges
-Safes
1t:Other; enter the Information in the box below

Biometrics are used m conjunction with Identification/key cards

{2) Administrative Conirols. (Gheck alf that-apply)

[X] 8ackups Setured Off-site

Encryption of Batkups

Methods to Ensure Only Authorized Persdnriel Access to Pil
%] Periodic Security Audits

Regular Monitoring of Users' Seturity Practices

[[]  #Other, enterthe information in the box below

training.

Only users with a neéd to know rmay access the information. Users-are tequired to take: annual information assurance and PrivacyAct

(3) Technical Contrals. (Check alf that apply)

[j Biometrics - Comimon Access Gard (CAC) Dol Public Key Infrastructure Certificates
[Xi Enciyption of Data at Rest [x] Encryption of Data in Transit Externat Certificate Authority Certificates
[X] Firewall [X] intrusian Detection System (1DS) Least Privilege Access

IX] Role-Based Access Controis Used Chiy for Privileged (Flevated Roles) [ ] user identification and Password

%] Virtual Private Network (VPN) [T If Other; enter the infarmation in the box below

d. What additional measures/safeguards have been put'in place to address privacy risks for this information system or electranic collection?
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