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BACKGROUND

Since 1987, the Defense Personnel
Security Research Center
(PERSEREC) has maintained a
database on espionage by American
citizens based largely on open
sources, and has collected files on
each of the 173 individuals in the
database. Espionage by Americans
is the worst outcome for the
personnel security system that
works to reduce the risk of insider
threat. Although its main focus is
the personnel security system,
PERSEREC monitors and analyzes
espionage by Americans in order to
improve understanding of this
betrayal of trust by a small minority
of citizens. This report is the third in
a series of technical reports on
espionage based on the PERSEREC
Espionage Database, files of
information from the press, and
scholarship on espionage. The focus
of this report is on changes and
trends in espionage by Americans
since 1990, compared with two
earlier periods during the Cold War.

HIGHLIGHTS

This report documents changes and trends
in American espionage since 1990. Its
subjects are American citizens. Unlike two
earlier reports in this series, individuals are
compared across three groups based on
when they began espionage activities. The
three groups are defined as between 1947
and 1979, 1980 and 1989, and 1990 and
2007. The subset of cases that began since
2000 is given additional study. Findings
include: since 1990 offenders are more
likely to be naturalized citizens, and to have
foreign attachments, connections, and ties.
Their espionage is more likely to be
motivated by divided loyalties. Twice as
many American espionage offenders since
1990 have been civilians than members of
the military, fewer held Top Secret while
more held Secret clearances, and 37% had
no security clearance giving them access to
classified information. Two thirds of
American spies since 1990 have
volunteered. Since 1990, spying has not
paid well: 80% of spies received no payment
for espionage, and since 2000 it appears no
one was paid. Six of the 11 most recent
cases have involved terrorists, either as
recipients of information, by persons
working with accused terrorists at
Guantanamo Bay, Cuba, or in protest
against treatment of detainees there. Many
recent spies relied on computers, electronic
information retrieval and storage, and the
Internet. The current espionage statutes
have to stretch to cover recent cases that
reflect the context of global terrorism.
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PREFACE

PREFACE

The Defense Personnel Security Research Center (PERSEREC) was established in
1986 in the wake of numerous instances of espionage by Americans, culminating in
the discovery of the extremely damaging espionage of John Walker and Jerry
Whitworth the year before. Over the 20 years that PERSEREC has been working to
improve the effectiveness, efficiency, and fairness of the DoD personnel and
industrial security systems, the phenomenon of trust betrayal has remained an
important research focus. This is the third in a series of unclassified reports based
on information collected in the PERSEREC Espionage Database!. Materials on
espionage and espionage-related offenses, including attempted espionage,
conspiracy to commit espionage, and theft or collection of closely held national
defense information with intent to commit espionage, have been coded into the
PERSEREC Espionage Database since 1986. The automated database now holds
data on 173 individuals whose activities span the 60 years from 1947 to 2007.
Additionally, PERSEREC has built a collection of files based on press accounts,
scholarly articles, and books documenting these cases. The three reports in this
series (published in 1992, 2001, and the current report in 2008) are based on
materials in the PERSEREC Espionage Database and on these files. Publishing
unclassified reports facilitates a broad public distribution of analytical products
about espionage, which furthers one of PERSEREC’s goals, improving security
education and awareness.

This report updates and expands on the two previous unclassified PERSEREC
reports in the series. It also has a companion report, which is classified Secret,
entitled Espionage Indicators 1985-2005: A Review of Classified Data Sources, by
Lynn F. Fischer and John E. Leather (2007). The DoD Counterintelligence Field
Activity (CIFA) sponsored the research that resulted in the current report and its
classified companion. The intent in simultaneously developing two reports was to
explore whether locating and collecting Secret-level data on instances of trust
betrayal would add significant insights that were unavailable to an analysis based
on open sources. Since PERSEREC’s research focus is on the personnel security
system, failures of that system link us to counterintelligence, and studies of
counterintelligence have been a related research effort for PERSEREC. The
opportunity offered by CIFA’s support of these two reports to mesh PERSEREC’s
ongoing research on trust betrayal with research on counterintelligence indicators
based on Secret sources has been successful, and may lead to other useful
collaborations.

James A. Riedel

Director

1 The PERSEREC Espionage Database contains some information that is For Official Use Only
(FOUO), and therefore the database itself is FOUO. The particular information used in this report
was unclassified, and this report is unclassified.






EXECUTIVE SUMMARY

EXECUTIVE SUMMARY

This is the third report on espionage issued by the Defense Personnel Security
Research Center (PERSEREC). It is based on the PERSEREC Espionage Database,
which although largely derived from open sources, contains information that is For
Official Use Only (FOUO). Although the Database is FOUO, this report relies on
open sources and is approved for public release. The Database now includes 173
individuals in cases that range from 1947 through 2007.

This report compares three groups of espionage offenders defined by when they
began espionage activities, not by when they were uncovered or arrested. The first
two groups reflect a context in the Cold War between the United States and the
Soviet Union, while the third group’s context is the post-Cold War period. The three
groups are: (1) those that began between 1947 and 1979; (2) those that began
between 1980 and 1989; and (3) those that began since 1990. A subset of the last
group, the 11 individuals who began since 2000, receives additional analysis.

The following summarizes a selection of the main findings in this report on changes
and trends in known espionage by American citizens from the beginnings of the
Cold War through mid-2007. It is likely more instances of espionage by Americans
have yet to be detected. Examples drawn largely from cases in which individuals
began espionage between 1990 and 2007 illustrate the findings in this report.

Personal Attributes

Most espionage by Americans is committed by men, but there have also been
several women in each of the three cohorts studied in this report. Before 1990,
most spies were white, while since 1990 less than half have been white. Since 1990
American spies have been far older than earlier cohorts: 83% were 30 years or
older, and 46% were more than 40. It appears there has been a “graying” of the
American spy in the recent past. Recent spies have had more years of schooling and
held more advanced degrees than earlier cohorts. Recent spies are twice as likely to
be married as single, and have been predominantly heterosexual.

Foreign Influences, Foreign Preferences, and Divided Loyalties

While before 1990, roughly 80% of American spies were native-born citizens, since
1990 the percentage of native-born offenders has fallen to 65%, while the
corresponding percentage of naturalized citizens rose to 35%. Also since 1990, the
percentage of American spies with foreign attachments (relatives or close friends
overseas) increased to 58% and those with foreign business or professional
connections jumped to 50%. From less than 10% before 1990 who had cultural ties
to foreign countries, that percentage with foreign cultural ties increased to 50%.
Divided loyalties, defined here as holding and acting on an allegiance to a foreign
country or cause in addition to or in preference to allegiance to the United States,
increased dramatically since 1990. Compared to the two earlier periods, in which
divided loyalties were the sole motive for espionage by less than 20%, since 1990,
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EXECUTIVE SUMMARY

57% of Americans were motivated solely by divided loyalties. Increasingly, divided
loyalties are a factor in motivating American espionage.

Employment and Clearance

During the two Cold War periods, equal numbers of civilians and members of the
military engaged in espionage, while since 1990, 67% of spies have been civilians
and only 33% have been members of the uniformed military. More individuals with
jobs not typically associated with espionage, including a boat pilot, housewives, a
truck driver, and two translators, have recently engaged in espionage. Since 1990,
more persons have held Secret-level access, and fewer persons have held Top Secret
access compared to the two Cold War periods. The proportion of those individuals
who held no security clearance has increased steadily over time: from 20% before
1980, to 28% during the 1980s, to 37% since 1990. These individuals have used a
variety of means to access protected information, including theft of information,
reliance on others with access, stealing classified or sensitive information, or
passing unclassified but sensitive information. The history of the evolution of the
espionage statutes in the United States, and ambiguities with regard to their
references to “national defense information” and “classified information,” explain
why more people with no security clearance have been prosecuted for espionage.

Characteristics of Espionage

While before 1980, 90% of American spies succeeded in passing information,
during the 1980s only about 60% of attempts at espionage were successful. Since
1990, the proportion that succeeded again has increased to 84%. Since 1990, 40%
of spies were caught immediately or in less than 1 year, but for those who
persisted, the duration of their espionage has been longer compared to the 1980s,
with 41% spying for between 1 and 5 years, and 19% persisting for more than 5
years. The pattern established during the 1980s, in which two thirds of American
spies volunteered and one third were recruited into espionage, has persisted since
1990: in the recent period, 67% volunteered to commit espionage. Among those
recruited since 1990, almost two thirds were recruited into espionage by a foreign
intelligence service. During the 1980s, when the Soviet Union was the main
customer for American intelligence, 40% of American spies began their espionage
by making contact with a foreign embassy. Since 1990, the use of embassies has
decreased, while more individuals have chosen a new communications innovation:
13% of volunteers since 1990 turned to the Internet, including seven of the 11 most
recent cases since 2000 that used the Internet to initiate offers of espionage.

The Soviets were the ultimate recipient for the information from 87% of individuals
between 1947 and 1979, as they were for 75% of those during the 1980s. With the
collapse of the Soviet Union in 1991, few Americans—only 15%— have sent
information to Russia (the successor state) and no one passed information to
former Eastern Bloc countries. Asian and Southeast Asian countries have become
more common recipients of information from American espionage: from 5% in the
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early period, the proportion increased to 12% in the 1980s, and to 26% since 1990.
Since 1990 there has been a notable increase in Central and South American
countries as recipients of American information, especially Cuba.

Five Americans are known to have, or in one case are alleged to have, volunteered
to spy for Al Qaeda or related terrorist groups since the mid-1980s.

Consequences of Espionage

Since 1990, American spies have been poorly paid. The proportion of those who
received no payment at all increased from 34% before 1980, to 59% during the
1980s, and to 81% since 1990. Two factors seem responsible for this striking trend:
during the 1980s, more spies were intercepted before they were paid, while since
1990 more spies have acted from divided loyalties and have refused payment.
Although Americans have made less money at espionage over time, their chances of
doing time in prison have increased. From 22% who served no time in prison in the
period before 1980, only 7% and then 6% escaped prison terms in the later two
periods. Over the three cohorts, there has been a shift in average prison terms to
shorter sentences

Motivations

Since 1990, money has not been the primary motivation for espionage. While
getting money was the sole motive for 47% of the first cohort and for 74% of the
second cohort, since 1990, only 7% (which represents one individual) spied solely
for the money. Money remained one of multiple motives in many cases in many
recent cases as well.

Spying for divided loyalties is the motive that demonstrates the most significant
change of all motives since 1990, with 57% spying solely as a result of divided
loyalties. The third most common motive for Americans to commit espionage is
disgruntlement. The proportion of Americans whose spying was prompted from
disgruntlement was 16% in the early period, dropping to 6% in the 1980s, and
rising again to 22% in the recent period. Smaller percentages of American spies
held four other typical motives for espionage: ingratiation, coercion, thrills, and
recognition or ego. Before 1980, foreign intelligence services applied coercion to
recruit agents using blackmail that threatened relatives overseas, or entrapping
Americans in sexual blackmail scams. No instances of coercion as a sole or primary
motive appear in the database after 1980. A few individuals in each cohort have
spied for the thrill of getting away with espionage or from the need to gain
recognition and indulge their egos. Ambition for career advancement is notable as a
motive in several of the most recent cases since 2000.

Vulnerabilities that Increase the Risk of Insider Threat

The 126 individuals in this study who are known to have held security clearances
and signed nondisclosure agreements contracting with the United States
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government not to reveal classified or sensitive information are exemplars of the
insider threat. The personnel security system attempts to screen out individuals
who may prove less than loyal, trustworthy, and reliable using standards defined in
the 13 Adjudicative Guidelines. Much of the data on security-relevant issues in the
lives of espionage offenders is missing from open sources, but tentative trends for
some security-relevant issues can be described.

Allegiance. Since 1990, the proportion of American spies demonstrating
allegiance to a foreign country or cause more than doubled to 46% compared to the
21% in the two earlier cohorts, reinforcing the sense that globalization has had a
noticeable impact and that the influence of foreign ties has become more important
since 1990. Among those with competing commitments to another country or cause
was the small proportion devoted to Communism: Communism claimed 14% of
individuals before 1980, only 4% during the 1980s, and again 14% (five individuals)
since 1990. The latter five persons spied for Cuba or for North Korea.

Misuse of Drugs or Illegal Drug Use. From 15% of spies between 1947 and
1970 known to have used misused drugs or used illegal drugs, the proportion
jumped to 41% during the 1980s when the spy population shifted to younger, low-
ranking military men. Since 1990, only one of the 37 individuals is known from
open sources to have used illegal drugs,

Alcohol Abuse and Gambling. From a high of 30% between 1947 and 1979, the
proportion of those known to be suffering from alcohol abuse declined to 24%
during the 1980s, and to only 8% since 1990. Gambling addiction among American
spies also declined over time to no instances in the group that began their
espionage since 1990.

Foreign Influence, Foreign Preference, and Outside Activities. Variables
capturing concern about foreign ties of various sorts are discussed in a separate
section, but they are included in the discussion of Adjudicative Guidelines because
three of the 13 guidelines focus directly on these issues (they are Foreign Influence,
Foreign Preference, and Outside Activities), directing the attention of adjudicators
to these concerns. The percentage of espionage offenders who had foreign relatives
declined starting in the 1980s, while the percentage of those with foreign
connections (business and professional associates) and foreign cultural ties
remained roughly comparable at less than 20% across the two earlier periods. Since
1990, the percentage of those with foreign relatives increased to 41%, while about
half of the 37 individuals had either foreign connections or foreign cultural ties, or
both.

Financial Considerations. Roughly 12% of individuals in each of the three
groups considered here lived a financially irresponsible lifestyle as reported in open
sources. Two individuals in each cohort declared bankruptcy. Among financial
problems Debt was the most common theme in each group: roughly one third of
individuals in each time period resorted to espionage in part because of their debts.
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Greed, on the other hand, figured less often in cases, in only 6% of cases before
1979 and in 11% of cases in the later two periods.

Life Events as Triggers for Espionage

Studies of espionage based on personal interviews with offenders suggest a pattern
in which personal disruptions or crises precede, or “trigger,” an individual’s
decision to commit espionage. Crises could be positive or negative, and include
divorce, death, starting a new relationship, or exhibiting radically changed
behavior. Commentators have speculated that if help or timely intervention had
been offered in these cases, the crime might have been averted. There is a larger
proportion of missing data for these variables than most others. It was determined
that 57 of the 173 individuals in the PERSEREC Espionage Database, or 33%, had
experienced one or more of these crisis events in their lives during the 6 to 8
months immediately before attempting espionage.

Prevalence of Spies

A chart depicts the number of spies known to be actively engaged in espionage in
any given year between 1950 and 2007. It shows an increase to a peak in 1985,
followed by a falling off in the numbers of active spies since 1985. It is a safe
assumption that not all espionage by Americans has yet been detected, and of those
who have been detected, it is clear that not all have been prosecuted, and those
would not be included in the database. Since policies on prosecution of espionage
have vacillated over time, the chart may reveal more about espionage prosecutions
than about espionage itself.

The Most Recent Espionage by Americans

The 11 most recent instances of espionage-related activities by American citizens,
those begun since 2000, are discussed in some detail. These cases include: Timothy
Smith, Kenneth Ford, Jr., Ariel Weinmann, Lawrence Franklin, Leandro
Aragoncillo, Ryan Anderson, Hassan Abujihaad, Ahmed Mehalba, Almaliki Nour,
Shaaban Shaaban, and Mathew Diaz.

Patterns in the Most Recent Espionage by Americans

Much has changed over the first decade of the 21st century in the context, motives,
customers, and means available to commit espionage. The 11 most recent cases
that are discussed in this section are a subset of the larger cohort that began
spying between 1990 and 2007. These cases tentatively suggest some directions
espionage by American citizens may take, in turn suggesting counterintelligence
approaches for the future. Keeping in mind the instability of any conclusions based
on only 11 cases, these most recent cases of espionage by Americans demonstrate
the following patterns.

More were naturalized citizens, and more had foreign attachments (relatives or
close friends), foreign business connections, or foreign cultural ties. They were
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almost equally divided between civilians and uniformed members of the military.
They were mostly volunteers; nine of 11 individuals volunteered. There were twice
as many non-whites as white persons. Unlike the larger cohort that began spying
since 1990, most of these individuals held security clearances.

A shift to terrorist recipients, or potential recipients, can be seen in that six of the
11 recent cases involved terrorist groups. A shift is apparent from earlier
customers, prominently Russia, toward Middle Eastern customers during the Iraq
War. For the first time, espionage has been successfully prosecuted against an
American citizen for transmitting classified information to an American
organization, in this instance, a legal defense group focusing on Guantanamo Bay
detainees.

It appears that in none of the 11 most recent cases did the individual receive money
as payment, although money was sought as one of several motives in five instances
in which individuals did not succeed in being paid. The most common motivation
among the 11 individuals was divided loyalties. Prison sentences for the nine of 11
individuals sentenced reverts to earlier patterns evident before 1990, and have been
at least as severe as past sentences.

Disgruntlement was the second most common motive among cases since 1990, and
ingratiation with persons who could offer status, favors, or power was the most
common secondary motive. Acting from ambition, a form of seeking recognition or
gratifying ego, and more stockpiling classified information for future use are two
distinctive elements that appear in several of the 11 recent cases. Four individuals
among the 11 recent cases had serious mental or emotional problems that
contributed to their attempts to steal or pass classified information.

Ten of the 11 individuals used the computer in espionage, and two thirds of them,
seven of 11, used the Internet, illustrating the transformation in information
creation, storage, retrieval, and transfer in society is also being applied to
espionage.

A Context for Espionage that Includes Global Terrorism

Before the dissolution of the Soviet Union in 1991, the contest between the West
and international communism framed the context for espionage by Americans. Seen
first in the 1980s and accelerating in later decades, terrorism began to replace
communism as a cause that makes use of espionage. The phenomena of terrorism
and espionage more often appear together in cases since 2000. Like terrorists, who
have shifted to reliance on the Internet for communications in order to reach a
global audience, recent espionage by Americans more often relies on the Internet
and sophisticated use of information retrieval and storage.

The context of global terrorism adds another layer of complexity to the application
of espionage statutes that date from 1917, and whose last major update by
Congress was in 1950. Recent espionage cases involving stateless transnational
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groups illustrate the strain of how to sort out and apply to the current crime of
espionage ambiguities in the current statutes.
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INTRODUCTION

INTRODUCTION

Espionage by Americans has been an important focus of research at the Defense
Personnel Security Research Center (PERSEREC) since it was founded in 1986 in
the wake of John Walker’s arrest for spying. As one of the initial projects,
PERSEREC developed a database of Americans involved in espionage against the
United States since 1945. In 1992 the first report was published on espionage by
117 individuals, entitled Americans Who Spied Against Their Country Since World
War 1I (Wood & Wiskoff, 1992). The goal of the ongoing project has been to analyze
cases in terms of themes and trends that would further understanding of the
phenomenon of espionage as an instance of trust betrayal, which is why it has
focused on American citizens.

Since the first report was published in 1992, further instances of espionage by
American citizens came to light, and these were entered into the PERSEREC
Espionage Database. A second, updated report that incorporated additional cases
and expanded the analyses was published in 2002, entitled Espionage Against the
United States by American Citizens, 1947 — 2001 (Herbig & Wiskoff, 2002). In this
second report, the parameters of the database, and of the report on which it was
based, were redefined to encompass Cold War cases and those that took place in
the aftermath of the Cold War. A starting point of 1947 was designated in the
second report, because 1947 was a time when the Cold War escalated in the
conjunction of three crucial elements of American foreign policy: the Truman
Doctrine, the Marshall Plan, and the passage of the National Security Act. This
starting point allowed the inclusion of cases of espionage from the late 1940s that
resembled those in the 1950s, and the exclusion of cases that were more like those
that had occurred during the Second World War. The second study covered 150
individuals involved in espionage cases in the period 1947 through 2001.

This is the third report on espionage based on PERSEREC’s Espionage Database.
New cases since the second report was published in 2002 have been evaluated and
entered into the PERSEREC Espionage Database, and some of the information
added is For Official Use Only, which has made the PERSEREC Espionage
Database itself FOUO, though this study remains unclassified. The database now
includes 173 individuals in cases that range from 1947 through 2007. Unlike the
two previous reports, the analyses in this report are based on when individuals
began espionage-related activity, not when they were caught or arrested.
Coincidentally, the period at which the second report cut off was some months
before the terrorist attacks of 9/11/2001, so the current report considers how the
context of espionage may have changed as a result of responses to global terrorism
since 2000, and in particular since 9/11.

The PERSEREC Espionage Database has been and continues to be based largely on
open-source materials available in scholarly articles and books, or in the press,

with a small proportion of FOUO information. Focusing largely on open sources and
producing unclassified reports allows the broad distribution of PERSEREC’s reports
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on American espionage to any government agency and to the public interested in
following specific cases or learning more about espionage in general. The 173
individuals in PERSEREC’s Espionage Database were convicted or prosecuted for
espionage, conspiracy to commit espionage, attempting to commit espionage, or for
whom evidence of espionage or intent to commit espionage exists, even though for
various reasons the person was not or has not yet been convicted of those crimes.
This latter category includes people who defected before they were prosecuted, who
died or committed suicide before they could be prosecuted, who were given
immunity from prosecution, or who plea-bargained for lesser charges. Prosecutors
often agree to plea bargains in espionage cases in exchange for information,
because evidence required by some espionage statutes is lacking, or to protect
counterintelligence methods or classified information from being discussed in open
court. Lesser charges in plea bargains typically include conspiracy to communicate
national defense information to a foreign government, acting as an agent of a
foreign government, theft of government property, conspiracy to gather information
knowing it would be useful to a foreign government, or even simple mishandling or
storage of classified documents.

Outcomes of espionage cases are influenced not only by the charges against the
offender and the plea bargaining undertaken on his or her behalf, but also by
choices and policies on prosecution of espionage-related offenses. The 2002
PERSEREC report on espionage discussed trends in prosecution policies in some
depth (Herbig & Wiskoff, 2002, pp. 6-12). In cases since 2001, a noticeable trend in
prosecutions has been the increasing numbers of offenders who are not charged
with espionage, but with acting as unregistered agents of a foreign power. The
espionage statutes demand more stringent evidence of mental states and intentions
for conviction than does acting as an agent of a foreign power, which may explain
why the proportion of cases since 2000 that have been charged with acting as an
agent of a foreign power is twice that in any earlier decades. Therefore, a fifth
criterion for inclusion in PERSEREC’s espionage studies has been added to the four
that were operative in previous reports.

Current criteria for inclusion as a case in the PERSEREC Espionage Database are:

(1) Individuals convicted of espionage or conspiracy to commit espionage, or for
attempting espionage, or for admitting that they intended to commit espionage,

(2) Individuals prosecuted for espionage but who committed suicide before the trial
or sentencing could be completed,

(3) Individuals for whom clear evidence of espionage (actual or attempted) existed,
even though they were not prosecuted. This category included cases involving
defections, deaths at early stages in an investigation, and those administratively
processed (e.g., allowed to retire, given immunity, exchanged, or discharged
from the military),
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(4) Individuals for whom clear evidence of actual or attempted espionage exists,
who were initially charged with espionage-related crimes, but who were
prosecuted for an offense other than espionage, such as mishandling classified
information, as a result of plea bargaining,

(5) Individuals who were charged with acting as unregistered agents of a foreign
power, and for whom evidence exists that they collected and intended,
attempted, or succeeded in passing information to that foreign power.
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Information was compiled from newspaper and magazine accounts, biographies,
general published works on espionage, and collections of case histories compiled by
other researchers. On-line research tools, such as Lexis-Nexis, were consulted, as
were Internet search engines that provided additional leads on information about
the more obscure cases. Missing information was sought in the classified
investigative files of several federal agencies that would confirm what was know,
but except for a small proportion of information designated FOUO, for the most part
unclassified information has been maintained in the database.

As in the earlier iterations of PERSEREC’s Espionage Database, five categories of
information were gathered on individuals identified for inclusion: biographical,
employment and security clearance, characteristics of espionage, motivation, and
consequences. Within these categories, variables were selected that would be
available largely from open sources and that would provide a rich array of
background data on spies. Included were personal and demographic information,
aspects of the job environment, access to classified information, how they first got
involved with espionage, how their careers as spies evolved, their mode of operation
as spies, and how their spying careers ended. Information was collected on whether
they volunteered or were recruited, and if recruited, by whom; on their motivations
for committing espionage; and details on their indictment, conviction, and
sentence. Some variables were included for identification and documentary
purposes only and were not used for analysis. Some were qualifying descriptors for
other variables, e.g., foreign relative qualifier provides details about the previous
variable, foreign relative, which is just coded Yes, No or Unknown. More details on
the coding procedures and considerations in the PERSEREC Espionage Database
can be found by consulting the second report (Herbig & Wiskoff, 2002).

The 173 individuals and their activities that are recorded in the PERSEREC
Espionage Database is a very small number of instances of any phenomena on
which to apply statistical analysis. Descriptive statistics, in a comparison of
frequencies, are the simple analytical tools used here on such small numbers.
While undoubtedly there are more instances of espionage by Americans that have
not been made public, and still more that have not been uncovered, these 173
represent all the known instances described in open sources that meet the criteria
for inclusion defined here.
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This report differs from the earlier two in the series of PERSEREC espionage studies
in that it is structured as a comparison across time periods based on when people
began espionage-related activities, not as a comparison by selected traits. Rather
than focusing analyses on whether individuals volunteered or were recruited,
whether they were civilians or military, or whether they passed information or were
intercepted, as in the earlier two, this report focuses on how characteristics and
patterns have changed over time by comparing those traits across three time
periods.

An assumption underlies the decision to structure the analysis by focusing on
when a person began espionage, which is that in important ways, an individual’s
choice of action is influenced by the context of the time and place in which the
person lives. On the one hand, the way in which it was possible to commit
espionage in 1955 differed quite dramatically from the way espionage could be
committed in 1985, and it was different again in 2005. On the other hand, basic
elements of the crime of espionage persist across any period. One analysis argues
that opportunity, conception, motive, lack of internal constraints, and ineffective
external constraints are the necessary dimensions to commit espionage (Herbig,
1994). It is because such basic elements can be found in any act of espionage that
one instance can be compared and contrasted with other instances to derive
analytic categories and patterns that will be instructive across cases from any
period. Yet it is equally important in an analysis of espionage to capture changes
over time, and this is the goal here.

Two events define the time periods in which espionage has been analyzed in this
study. One event is the collapse of the Soviet Union at the beginning of the 1990s
(The collapse was slow-motion, from the fall of the Berlin Wall in November 1989 to
dissolution of the Soviet Union as a government in December 1991); the other
defining event is the rising incidence of terrorist attacks during the 1990s and
accelerating since the turn of the millennium in 2000, culminating with the attacks
on the World Trade Center and the Pentagon by Al Qaeda on 9/11/2001. Before the
Soviet Union fell apart, it competed with the United States for more than four
decades as our Cold War adversary, and it was the main customer for American
information from spies. Having one main adversary and customer for American
intelligence, and having it be the Soviet Union, shaped the context for espionage in
the first two periods of this comparison. After the 9/11 attacks focused attention on
the growing threat from terrorism, it tardily became apparent that Islamic terrorists
organized in networked global cells posed a new, transnational intelligence threat,
one whose challenges could be quite different from the Cold War parameters of two
competing superpowers. Rather than repeat the analyses found in the previous two
PERSEREC espionage reports, here the implicit question asked is “What has
changed in espionage by American citizens since the fall of the Soviet Union after
1990 and with the rise of Islamic jihadism after 2000?”
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The individuals studied in this report have been categorized into three time periods
by when they began their espionage-related activities, not by when they were
uncovered or arrested. This allows for consideration of what impact the historical
context of issues and pressures in a given period had on the person’s decision to
spy, alongside the personal context of his or her decision at that time. Comparisons
are made across three groups, defined as those who began espionage-related
activity between 1947 through 1979, those who began between 1980 through 1989,
and those who began between 1990 through mid-2007. This scheme reflects
insights from PERSEREC’s two earlier espionage studies. The first two groups are
Cold War cases, while the third group begins in the post-Cold War period, during
the process of the disintegration of the Soviet Union. Cases that began in the 1980s
have been separated out because espionage in those cases present distinct
differences from the earlier Cold War decades.

This report is similar to the earlier two in its attempt to identify and highlight the
counterintelligence implications of the cases of espionage discussed. Information
was collected, if it was available, on personal traits that could serve as triggers for
espionage, security concerns as defined by the Adjudicative Guidelines for access to
classified information, indicators of possible espionage underway such as
unexplained affluence, and details on motivations. Open sources are often
deliberately vague on counterintelligence details and on the fine points of more
obscure spies’ lives, but all available open-source information was sought and
collected as a starting point for counterintelligence analysis.

In these analyses, results are usually first reported in tables. The text
accompanying the tables draws attention to highlights of the results rather than
trying to describe all of the results. Discussion is integrated into each topical
section and includes implications, examples of cases, and other observations.
Examples and illustrations are drawn from the information available in
PERSEREC's files of articles on individuals who are coded in the database. Most of
the examples summarized here are drawn from the group of individuals who began
espionage-related activities between 1990 and 2007. In addition, several individuals
who were arrested during that period but who had begun their activities earlier are
also described, either because they are especially apt examples or because their
espionage is deserving of more study. On the one hand, the examples have been
developed into brief thumbnail sketches of cases rather than mere references
illustrating a trait in order to broaden public awareness of espionage. On the other
hand, some of the most damaging instances of espionage that have already been
analyzed in depth in publicly available sources, such as Robert Hanssen or Aldrich
Ames, are not described again here. For a complete list of the names and several
selected variables of cases coded in the PERSEREC Espionage Database that were
the basis of this report, see Appendix A.
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PERSONAL ATTRIBUTES

Table 1
Personal Attributes
Characteristics 1947-1979 1980-1989 1990-2007
n=66 % n=70 % n=37 %
Gender
Male 63 95 63 90 32 86
Female 3 5 7 10 5 14

Race or ethnicity

White 59 89 59 84 17 46
Black 5 7 2 4 4 11
Arab (0] 0 1 1 3 8
Asian 1 2 4 6 4 11
Hispanic 1 2 3 4 9 24
Native American 0 0 1 1 0 0
Age when espionage (n=69) (n=35)
began
Less than 20 3 5 6 9 0 0
20 to 29 24 36 34 49 6 17
30 to 39 22 33 12 17 13 37
40 or more 17 26 17 25 16 46
Education, in years (n=64) (n=65) (n=20)
10 years 4 6 5 7 0 0
12 years 23 36 24 37 7 35
14 years 13 20 13 20 1 5
16 years 17 27 7 11 5 25
18 years 7 11 16 25 7 35
Marital status when (n=65) (n=32)
espionage began
Married 46 70 31 48 21 66
Single 16 24 26 40 7 22
Separated or 4 6 8 12 4 12
divorced
Sexual preference (n=59) (n=51) (n=32)
Heterosexual 55 93 49 96 32 100
Homosexual 4 7 2 4 0 0

Table 1 compares various personal attributes across the three time periods to
explore how the demographic characteristics of American spies may have changed.
Across the six decades of this study, espionage by Americans has been a crime
committed mostly by men, but there has been a small but steady increase in female
participation. In the cohort of cases since 1990, the proportion of women increased
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to 14%. Since 1990 five women began spying; they include Maria del Rosario Casas
Ames, Virginia Baynes, Linda Hernandez, Geneva Jones, and Katrina Leung.
Leung’s prosecution was dismissed for prosecutorial misconduct.

Aldrich Ames’ wife Maria became a witting accomplice late in her husband’s
espionage career, a career that lasted from 1985 to 1994. She began to accompany
him on drops, openly enjoyed the financial fruits of his crime, and plotted with him
on how best to hide the money (“Spy suspects,” 1994; Johnston, 1994). Baynes,
Hernandez, and Jones were active accomplices who collected information for their
male partners. Baynes, a secretary for the Central Intelligence Agency (CIA) in
Manila, the Philippines, in the early 1990s, and Jones, a secretary for the State
Department in Washington, DC, during the same period, each held the classified
access on which they and their partners relied (Defense Personnel Security
Research Center, 2004; Cummings, 1994). Hernandez was a Cuban foreign agent
working alongside her husband, Nilo Hernandez, in the south Florida exile
communities, but the couple only passed publicly available information back to
Cuba (Rosenberg, 1998; Davison, 1998). Leung began working for the Federal
Bureau of Investigation (FBI) in 1982 as a source of information about China, but
her loyalties were turned by the Chinese in 1990 and she began passing
information to China that she surreptitiously took from her FBI handler, J.J.
Smith. She seduced both Smith and another FBI handler and maintained both of
them as long-term lovers. Leung was probably a damaging foreign agent, but
ambiguities in a plea bargain by the prosecutors led a federal judge to throw her
trial out of court in January 2005, and Leung pled guilty only of lying to the FBI
and tax evasion (Rosenzweig, 2005; Geis, 2006; Department of Justice Office of the
Inspector General, 2006; LeFebvre, 2005).

The racial and ethnic composition of American spies reflects some recent expansion
in opportunities for non-Caucasians to participate in responsible positions with
access to classified or sensitive information. Most spies before 1990 were white, but
since 1990 less than half have been white (46%). Among American citizens who
were black, or of Arab or Asian descent, representation in each of those categories
of espionage more than doubled since 1990, and espionage by Hispanics increased
to one quarter of the total.2 The latter reflects the activities of Cuban intelligence in
particular in sending agents into the United States, such as the five individuals
who were naturalized American citizens among the “Red Avispa” cases, and the
advantage taken by Cuba of overtures by volunteers in the cases of Mario Faget,

2 Every 10 years, the United States Census Bureau wrestles with how to categorize “race” among
Americans who are often racial mixtures, and who confuse ethnicity and race when they self-
report. The 2000 census defined the following categories as racial groups using these terms:
White, Black or African American, American Indian and Alaska Native, Asian, Native Hawaiian
and Other Pacific Islander, and Some Other Race, which the Census Bureau thought should
apply to persons of Hispanic origin since, they explained, Hispanics could be any race (Grieco &
Cassidy, 2001). Consistent racial categorizing is a quagmire. This database field is coded with
racial or ethnic terms that reflect the 173 individuals being described. White, Asian, Native
American, and Black are commonly used racial categories, while Arab and Hispanic are ethnic or
even linguistic categories, but they describe a person’s general cultural heritage.
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Ana Montes, and Carlos and Elsa Alvarez, (Rosenberg, 1999 [Red Avispal); Bragg,
2000 [Faget]; Golden, 2002 [Montes]; Weaver, 2007 [Alvarez].

The age at which individuals began espionage has changed markedly across the
three time periods. The 66 individuals who began spying between 1947 and 1979
were fairly evenly divided between those in their 20s, 30s, and 40s. Americans who
began espionage during the 1980s were younger, and therefore were less
experienced in work and in life in general, which apparently led to their being
caught in attempts at espionage more often than earlier or later cohorts. Almost
60% of the 1980s group was less than 30 years old. In contrast, the recent cohort
that began spying since 1990 is older than either of the earlier groups. Eighty-three
percent of these 37 individuals were 30 years or older, and almost 46% were more
than 40. It appears there has been a “graying” of the American spy since 1990,
though the 11 individuals in cases since 2000 again divide evenly among age
cohorts as did the earliest cohort.

American spies have spent more time in school over time. Slightly more than 33%
of individuals in each of the three cohorts were high school graduates, but the
percentage of those with master’s degrees or other postgraduate professional
education has increased to 60% in the recent cohort, while for the previous two
groups that advanced level of education was typical for only about 30%.

Patterns in the marital status of Americans who committed espionage reflect the
increasing incidence of divorce in American society over the last 30 years. Divorce
doubled among spies in the 1980s when compared to the earlier group, and divorce
remained at that level, 12%, into the 1990s. The 1980s stand out as anomalous
because more young, white, native-born members of the military volunteered to spy
for money and were often caught at it, and this is reflected in the marital status of
the 1980s cohort: there is a drop of 25% in the number of married individuals when
compared to earlier decades, and a concomitant increase of 15% in those who were
single (Herbig & Wiskoff, 2002).

Lastly in this table, sexual preference is reported if there was any indication of it in
the open source materials consulted. There are more missing data for this variable,
but it appears that heterosexuals engage in espionage at rates that reflect their
percentage in the general American population, that is, between 94 and 97% of the
total (Black, Gates, Sanders & Taylor, 2000). Rates of espionage by homosexuals in
the two earlier periods, 7% and 4%, and the absence of any instances of known
homosexuality among the 37 individuals in the recent cohort since 1990, bear out
the conclusion that homosexuality cannot be considered a particular vulnerability
of security concern leading to espionage.
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FOREIGN INFLUENCE, FOREIGN PREFERENCE,
AND DIVIDED LOYALTIES

Table 2
Foreign Influences
Characteristics 1947-1979 1980-1989 1990-2007
n=66 % n=70 % n=37 %
Citizenship
Born in U.S. 52 79 59 84 24 65
Naturalized 14 21 11 16 13 35

Had foreign

attachments
Yes 35 53 24 34 21 58
No or unknown 31 47 46 66 16 42

Had foreign

connections
Yes 10 15 12 17 19 51
No or unknown 56 85 58 83 18 49

Had foreign cultural

ties
Yes 0 0 7 10 18 49
No or unknown 66 100 63 90 19 51

Table 2 suggests that since 1990, globalization and immigration patterns have been
shaping American espionage in important ways. The four variables in this table
show trends toward less homogeneity in the American population, and this is
reflected among Americans who spy. There is also more contact with foreigners
among persons who used their access to classified or sensitive information for
espionage. Roughly 80% of espionage offenders before 1980 were native-born, and
that percentage rose to 84% during the 1980s with an influx into espionage of
young, white, male, native-born members of the military. Between 1990 and 2007,
the percentage of native-born espionage offenders fell to 65%, while the
corresponding percentage of naturalized citizens rose to 35%. A recent example of
attempted espionage by a naturalized citizen and successful businessman is the
case of John Joungwoong Yai, arrested early in 2003, who sent only publicly
available information to North Korea for at least 3 years while he plotted to get
access to classified information for himself and worked to plant young Koreans in
jobs that would have access to classified information to serve as his collectors. Yai
communicated with and took taskings from his North Korean handlers in coded
messages by fax, email, and in meetings with them in Europe, China, and North
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Korea where they paid him for his efforts. He pled guilty to acting as an agent of a
foreign power and to several counts of customs violations for failure to declare his
earnings on reentry into the United States from meetings with his handlers. In
February 2003, Yai was sentenced to 2 years in prison (Krikorian, 2003; Federal
Bureau of Investigation, Affidavit, 2002).

The three variables on foreign contact shown in Table 2 attempt to capture different
kinds of ties with countries other than the United States: (1) Foreign attachments
were coded for persons with relatives or close, long-term friends abroad; (2) Foreign
connections were defined as business or professional associates abroad; (3) Foreign
cultural ties were coded as those with evidence of ongoing relatedness to another
country, such as making repeated visits, sending money back, participating in
native associations or clubs, and speaking that foreign language at home. A person
with foreign attachments or connections was usually also coded as having foreign
cultural ties if there were indications that the person actively kept up such ties, so
foreign cultural ties is the most comprehensive of the three variables, and an
individual may be coded in more than one variable.

The number of American espionage offenders with foreign attachments fell during
the 1980s, to one third, from the earlier proportion of slightly more than one half
with such attachments. During the recent period since 1990, the percentage with
foreign attachments increased to more than half, to 58%. The other two variables,
foreign connections and foreign cultural ties, also show an abrupt rise since 1990:
from less than 20% of offenders with foreign connections before 1990, the
percentage jumped to more than 50% in the recent period. From none to 10% who
had cultural ties to foreign countries before 1990, the percentage jumped to almost
50% who had such ties since 1990. As the process of globalization continues,
economics opens and makes more accessible world markets, while the
communications revolution supports access to and ongoing relationships with
persons overseas. Societies become more integrated with one another, and this is
generating more roles for interaction and connection than had existed in earlier
periods (Treverton, 2005). Espionage by Americans reflects those larger trends.

The counterintelligence concern over persons with foreign ties having eligibility for
access to classified or sensitive information is the potential for divided loyalties,
that is, an allegiance to another country or cause in addition to the United States, a
preference for interests other than those of the United States, and the possibility for
a betrayal of American interests that divided loyalties could cause. Awareness that
a person with access to national security information could secretly harbor and act
on loyalty to a competing country or cause—the cause at the time was international
Communism—has haunted American federal personnel security policy since 1953
with the founding Executive Order 10450. That order required that when hiring a
federal employee, background information must include whether a person could be
coerced into betraying information through pressure on overseas relatives or by
blackmail, and whether a person was “performing or attempting to perform his
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duties, or otherwise acting, so as to serve the interest of another government in
preference to the interests of the United States” (Executive Order 10450, 1953).

Since 1953, eligibility policies for access to classified information have been
repeatedly refined in order to apply this goal of discerning divided loyalties by
weighing evidence that would reveal such a potential. The current policy on
personnel vetting for access, Revised Adjudicative Guidelines for Determining
Eligibility for Access to Classified Information, based on Executive Order 12968 as
amended, was issued in December 2005. These now guide adjudicators across the
federal government when they evaluate security concerns in 13 areas about
applicants for access to classified information. Four of the Adjudicative Guidelines
concern potential divided loyalties, which make it the issue with the most
guidelines: they are allegiance to the United States, foreign influence, foreign
preference, and outside activities.

Furthermore, the attacks of 9/11 have reoriented and focused attention on issues
of divided loyalties and how they could threaten national security. One element in
the new security environment, exacerbated by the wars in Iraq and Afghanistan,
has been a need for many more individuals with skill in languages that have rarely
been taught in American schools (Department of Defense, 2005). This need puts a
premium on immigrant and naturalized native speakers (“heritage Americans”), and
as their numbers with access have increased, concern has increased about how to
predict their loyalties. A second element in the post-9/11 environment has been the
recasting of the 1950s concern about Communist sympathies into concern about
an applicant’s sympathies with global terrorist groups or jihadist causes. As a
result, adjudicative policies and investigative standards are again under study for
potential revision in an effort to make the background investigators more effective
collectors of information and the adjudicators more discerning of issues of divided
loyalties (Heuer, 2007; Krofchek & Gelles, 2005; Foreign Associations Ad Hoc
Working Group, 20006).

Table 3
Incidence of Divided Loyalties as a Motive for Espionage
Characteristics 1947-1979 1980-1989 1990-2007
n=66 % n=70 % n=37 %
Persons with a sole motive 43 65 35 50 14 38
Divided loyalties was the sole
motive (ex.: 7/43 = 16%) 7 16 4 11 8 57
All other sole motives (ex.:
36/43=84%) 36 84 31 89 6 43
Persons with multiple motives 23 35 35 50 23 62

Divided loyalties was among

multiple motives (ex.: 8/23 =

35%) 8 35 10 29 12 52
Divided loyalties was primary

among multiple motives (ex.:

6/23 = 26%) 6 26 5 14 9 39
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The proportion of American espionage offenders whose motives included divided
loyalties has increased considerably in the recent period.3 Table 3 shows that in the
recent period more individuals held divided loyalties than in the two earlier periods
for all three variables. Among persons whose motive was solely divided loyalties
(16% before 1980 and 11% between 1980 and 1989), the proportion of these
individuals jumped to 57% since 1990.

Among persons who demonstrated multiple motives, the proportion of those whose
motives included divided loyalties was 35% in the first group, declining slightly to
29% in the second group; it then increased to 52% since 1990. For individuals
whose primary motive among multiple motives was divided loyalties, percentages
for the earlier groups of 26% before 1980 and 14% between 1980 and 1989
contrast with an increase to 39% since 1990. Among American espionage offenders,
divided loyalties are increasingly prompting their acts of betrayal.

An example of an American spy acting from divided loyalties who had many ties to
another country is Robert Chae-gon Kim. He was arrested in September 1996, and
charged with passing classified documents to a South Korean naval attaché
stationed in Washington, DC. Kim worked as a civilian computer specialist
analyzing international ship traffic in the Office of Naval Intelligence, in the same
Suitland, MD, office in which Jonathan Pollard had worked and spied for Israel a
decade earlier. Kim offered his services as a spy to South Korean officials, and also
worked with his brother on a scheme to reverse-engineer a military computer
system and sell it to the South Korean government, for which he took out export
licenses before he was arrested. Kim pled guilty to conspiracy to commit espionage
and was sentenced in July 1997 to 9 years in prison, to be followed by 3 years of
supervised release. He served 7 years in prison, and returned to his home to
Virginia; meanwhile the South Korean media had already lionized Kim. In South
Korea people took up collections to pay him, the mistreated “patriot”—who was still
an American citizen—a generous salary for each of the years he had spent in
prison, and encouraged him to return “home” to Korea as soon as he served out his
probation (Scofield, 2004; Johnston, 1996).

Not all American espionage offenders motivated by divided loyalties have been
naturalized citizens with relatives or business connections abroad. An example is
Frederick Christopher Hamilton, who served as a Defense Intelligence Agency (DIA)
research technician in the American defense attaché’s office in Lima, Peru, from
1989 until 1991. Fluent in both Spanish and Portuguese, Hamilton allowed himself
to be cajoled into handing over to Ecuadorian officials classified Secret intelligence
reports evaluating the Peruvian military, which revealed sources and methods. He

3Motives were coded in the PERSEREC Espionage Database with the intent to capture all known
motives of an individual, to make a judgment on what was the primary motive, to make a ranking
of secondary motives, and to determine what if any were “continuing” motives, that is, motives
that were not present at first but that kept the individual at espionage once engaged in it. Since
each person may have one or more motives coded, there are more instances of the various
motives than there are individuals in the database.
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believed his actions would avert a war between Ecuador and Peru. His concern for
these South American countries, coupled with a susceptibility to flattery, led
Hamilton to hand over the highly sensitive reports. He pled guilty in a plea bargain
in February 1993 to two counts of unlawfully communicating classified information
to a foreign power, and was sentenced to 3 years in prison (Gertz, 1993).

EMPLOYMENT AND CLEARANCE

Table 4
Employment and Clearance

Characteristics 1947-1979 1980-1989 1990-2007
n=66 % n=70 % n=37 %
Civilian or uniformed military
Civilian 32 48 35 50 26 70
Uniformed military 34 52 35 50 11 30
Rank of uniformed military n=33 n=33 n=9
E1-E3 3 9 10 30 2 22
E4 -E6 16 49 18 55 3 34
E7 - WO 10 30 3 9 2 22
Officer 4 12 2 6 2 22
Type of employment during espionage n=35
Uniformed military 34 52 35 S0 11 31
Civil servant 14 21 14 20 12 34
Government contractor 7 10 8 11 3 9
Job unrelated to espionage 11 17 13 19 9 26
Occupational field when espionage _
began n=36
Communications/intelligence 25 38 22 31 6 16
General/technical 10 15 23 33 10 28
Scientific/professional 16 24 12 17 6 17
Functional
support/administrative 12 18 K 13 5 14
Miscellaneous 3 5 4 6 9 25
E:g;rfty clearance when espionage =61 =67 =35
Top secret SCI 10 16 10 15 6 17
Top secret 28 46 19 28 7 20
Secret 10 16 16 24 9 26
Confidential 1 2 3 5 0 0
None held during espionage 12 20 19 28 13 37

In Table 4 variables are compared relating to changes in occupations and levels of
security clearance among American espionage offenders over the past six decades.
The first factor that has changed in the recent period is the proportion of uniformed
military personnel compared to civilians who committed espionage-related offenses.
While in the first two periods this proportion was evenly divided between civilians
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and military, since 1990 there have been more than twice as many civilians as
members of the military, with 70% civilians and 30% uniformed military. The
pattern of distribution in rank among military offenders shows a shift to the lower
ranks during the 1980s as more young enlisted men tried espionage, and a return
to a more evenly distributed ranking among the nine military offenders since 1990.
Comparing types of employment, the uniformed military dropped from one half to
one third of offenders since 1990, the proportion of government contractors
remained the same at roughly 10%, and the proportion of civil servants and of
those whose jobs were unrelated to their espionage both increased over time.

Shifts in the occupational fields in which espionage offenders have been employed
suggest a trend toward the broadening of categories of information that are
classified or considered sensitive. The proportion of communications and
intelligence specialists has decreased by half from the earliest period to that
beginning in 1990, while individuals in general and technical fields doubled
between the first and second periods to roughly one third of the total and have
remained at that level since 1990. The proportions of those in scientific or
professional fields and those in support or administration have remained about the
same over time, but the percentage of persons in miscellaneous jobs has increased
from 5 or 6% in the earlier periods to 25% since 1990.

It is suggestive to consider how persons engaged in an increasingly broad range of
occupations since 1990 have been able to commit espionage-related crimes. To
illustrate the increase in miscellaneous types of employment since 1990, Table 5
lists the types of employment, or lack thereof, which have been coded under
“miscellaneous” in the PERSEREC Espionage Database.

Table 5
Miscellaneous Occupations of Espionage Offenders

1947-1979 1980-1989 1990-2007
1. unemployed 1. unemployed 1. boat pilot
2. drug dealer 2. unemployed 2. housewife and student
3. retired 3. housewife 3. Taekwondo instructor
4. occupation unknown 4. unemployed

5. housewife

6.entrepreneur and organizer
7. truck driver

8. shop owner

9. Arabic translator

10. Arabic translator

The last variable reported in Table 4 is trends in the level of security clearance held
when the offender began espionage. The proportion of those with access to Top

Secret-Sensitive Compartmented Information (T'S-SCI) has held steady over the six
decades of this study at 15 to 17%. The proportion of those with Top Secret access
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has declined over time, from 46% in the first period, to 28% and then to 20% in the
latter two periods. The number of individuals holding Secret level access has
increased over time from 16% before 1980 to 24% during the 1980s, to 26% after
1990; the Confidential category, never held by more than a few persons in the
database, has shrunk to nothing after 1990 as the Confidential classification has
fallen into disuse.

The potentially most interesting finding about this variable is the proportion of
those individuals who held no current security clearance and had no authorized
access to classified information when they committed espionage-related offenses.
This group increased from 20% before 1980, to 28% during the 1980s, and to
37%— more than one third of the total—since 1990.

Three elements are required in order to grant eligibility for a security clearance and
to receive access to classified information: (1) demonstrating eligibility in a process
that includes a background investigation and an adjudicative decision under the
authority of a government agency head; (2) the signing of a nondisclosure
agreement that legally binds the clearance holder in a contract to uphold the
security requirements for the information; and (3) having a need to know specific
classified information as determined by a local agency that holds that information
(Executive Order 12958, as amended, 2003). Yet it is wrong to assume that
espionage-related offenses have been or can be committed only by security
clearance holders, or that compromised information that earns an espionage-
related prosecution has to be classified. Table 6 lists the names of 44 individuals
who held no security clearance at the start of espionage activity, but who have been
prosecuted for espionage-related offenses. Also shown in Table 6 are the decades in
which the individuals began their activities, either the method of access they used
or the type of information they betrayed, and the outcome or sentence they
received. Seven of these 44 individuals had had security clearances and access to
classified information at some time in the past; the remaining 37 had not held
security clearances and did not themselves have access to classified information.

16



RESULTS AND DISCUSSION

Table 6
Espionage Offenders with No Security Clearance When Espionage Began
Decade
Began Method of Access or Type
Espionage Name of Information in the Case Outcome or Sentence
1940s Rees, Norman Passed unclassified Suicide
information
1950s Borger, Harold Accomplice with access 2.5 years in prison
Cascio, Guiseppe Accomplice with access 20 years in prison
1960s Harris, Ulysses Accomplice with access 7 years in prison
Sattler, James Accomplices with access Defection
1970s Lee, Andrew Accomplice with access Life in prison
Harper, James Accomplice with access Life in prison
Clark, James Accomplice with access 12 years 8 months in
prison
Stand, Kurt Accomplice with access 17 years and 6 months
in prison
Tumanova, Svetlana  Passed unclassified 1.5 years in prison
information
Alvarez, Carlos Passed unclassified S years in prison and 3
information years probation
Barnett, David Relied on memory of 18 years in prison
classified information
1980s Pickering, Jeffrey Stole classified information 5 years in prison

Jeffries, Randy

Kota,
Subrahmanyam

Wilmoth, James

Wolff, Jay

Davies, Allen

Slavens, Brian

Howard, Edward

Smith, Richard

Pelton, Ronald

Buchanan, Edward

Stole classified information

Stole classified information

Stole classified information

Stole classified information

Relied on memory of
classified information

Relied on memory of
classified information

Relied on memory of
classified information

Relied on memory of
classified information

Relied on memory of
classified information

Claimed access to classified
information

17

3 years in prison

1 year in prison and 3
years probation

35 years in prison
reduced to 20 years

S years in prison

S years in prison

2 years in prison

Defection

Released

Life in prison

2 years and 6 months in
prison
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Decade
Began Method of Access or Type
Espionage Name of Information in the Case Outcome or Sentence
Irene, Dale Accomplice with access 2 years in prison
King, Donald Accomplice with access 30 years in prison
Tobias, Bruce Accomplice with access S months in prison
Chiu, Rebecca Accomplice with access 3 years in prison,
renounce U.S.
citizenship and
deportation
Pizzo, Francis Accomplice with access 10 years in prison
Pollard, Anne Accomplice with access S years in prison
Mortati, Thomas Accomplices with access 1 year and 8 months in
prison
Alvarez, Elsa Passed unclassified 3 years in prison and 1
information year of probation
1990s Ames, Rosario Accomplice with access S years in prison
Brown, Joseph Accomplice with access 6 years in prison
Leung, Katrina Accomplice with access Released as a result of
prosecutorial
misconduct
Yai, John Passed unclassified 2 years in prison and
information $20,000 fine
Guerrero, Antonio Passed unclassified Life in prison
information
Hernandez, Linda Passed unclassified 7 years in prison
information
Hernandez, Nilo Passed unclassified 7 years in prison
information
Santos, Joseph Passed unclassified 4 years in prison
information
Alonso, Alejandro Passed unclassified 7 years in prison
information
Groat, Douglas Relied on memory of 5 years in prison and 3
classified information years of probation
Sombolay, Albert Stole restricted, but not 34 years in prison
classified, information and
equipment
2000s Shaaban, Shaaban Claimed access to classified 13 years in prison

Smith, Timothy

information

Stole classified information

3 years and 10 months
in prison
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How did they do it? Table 6 lists six scenarios for access used by those with no
current security clearance at the time of their espionage-related activities. Some
relied on family or friends who did have access, serving as their accomplices. One
example is Rebecca Laiwah Chiu, wife of Chi Mak, sister-in-law of Tai Mak and his
wife, their son Billy’s aunt—five members of the Chi Mak extended family convicted
of working together to commit various violations of export control laws and to acting
as agents of a foreign power, China. Chi Mak admitted that he had been sending
information on military technology to China since 1983 while working as an
electrical engineer on U.S. Navy contracts, most recently at Power Paragon, a
defense contractor in Anaheim, CA. Thousands of pages of documents on sensitive
military research and development that had been stolen from his workplace were
found in Mak’s home (Reza, 2007a). Among the technologies the ring compromised
to China were advanced propulsion systems for both submarines and warships that
reduced the detectable noise they produce and information on new technologies in
the Navy’s next generation of destroyers and aircraft carriers (Gertz, 2007). Lawyers
wrangled for a long time in court over the nature of the documents and files Mak
stole and sent to China, since although many were marked NOFORN, the
documents were not marked classified, despite Mak holding a Secret clearance.*

Initial charges of espionage were dropped in favor of charges of illegal export and
foreign agency because the defense established that the particular documents in
the case were not classified. Testimony at Mak’s trial offered insight into the pattern
of China’s uniquely patient approach to espionage: “It depends on a multitude of
relative amateurs,” counterintelligence officers testified, “Chinese students and
visiting scientists, plus people of Chinese heritage living in the United States. Each
individual may produce only a small bit of data. But collectively the network might
vacuum up an extensive amount of sensitive military and economic information”
(Grier, 2005). Searches of the Mak home found torn-up lists of specific technologies
typed in Chinese characters, apparently taskings of what Mak’s Chinese handler
wanted to see next from the ring (Flaccus, 2007a).

Mak and his wife Chiu became naturalized American citizens in 1985, while their
three relatives in the case remained resident aliens. The brother, Tai Mak, and his
wife acted as couriers and go-betweens, flying to China with documents from Mak

4 The Mak ring case illustrates the disappearing distinction between national defense information
and technical research information controlled by corporate contractors who develop defense
applications of all sorts for the United States government. Several related issues make the
distinction between passing national defense information and sharing or selling corporate
research information difficult: some technologies are “dual use” and at some stage can be applied
to defense weapons systems or to civilian projects; some technologies that are in early stages of
development are not yet designated as defense-related, and therefore not classified, in order to
facilitate the exchange of information with other companies and agencies, yet when mature such
technologies will become defense-related and classified. Selling them off at an early stage may not
be espionage, while selling them at a later stage may be. China’s information-gathering program
among defense contractors is cited as particularly effective, as are many others. The nest of
conceptual and legal issues in the increasingly close conjunction of economic espionage and
national defense espionage requires further research and analysis (Hawkins, 2007; Mazzetti &
Lewis, 2007; Meyer, 2007; Cho & Cha, 2007).
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on compact disks encrypted by their son. A jury found Mak guilty in May 2007 of
conspiracy to export controlled defense technology to China, acting as an agent of a
foreign power, attempting to violate export control laws, and lying to the FBI
(Flaccus, 2007b). Chiu’s witting participation in the collection and transmittal of
information, and her awareness of its illegality, was documented by the FBI
through electronic surveillance in the Mak home for months. She pled guilty just
before her trial was to start in a plea bargain to acting as an agent of China without
registering, and was sentenced to 3 years in prison. She also agreed to renounce
her American citizenship and be deported to China once she is released (United
States District Court for the Central District of California, Grand Jury Indictment,
2005; Reza, 2007Db). Sentencing for Chi Mak was scheduled for the fall of 2007, but
as of March 2008 it had not yet occurred.

A number of American citizens convicted of espionage-related offenses acted as
agents of a foreign power by collecting information that was not classified but which
could be procured by observation or by mining public sources. The government
objected to such information being compiled and deliberately passed into the hands
of a foreign intelligence service or a government research agency by persons acting
as an agent for them. An example of this is the prosecution of the Cuban spy ring
operating in southern Florida from 1992 until the arrest of 10 of its members in
September 1998. Five of the 10 were American citizens, and therefore are subjects
in this study. The ring, nicknamed the Wasp Network (in Spanish “La Red Avispa”),
was led by three Cuban nationals who were officers in Cuban military intelligence;
the five Cuban-American agents recruited to make observations and report to the
ringleaders were trained in Cold War era espionage techniques and methods—
including code names, encryption pads, fake identification documents hidden in
book covers, shortwave radios, and pages of secret codes on dissolving paper
(Rosenberg, 1999). The information they passed, however, was from direct
observations and public knowledge, and was unclassified, despite the agents’ best
efforts to get jobs inside military installations that would give them better access
(Davison, 1998). They sent hundreds of reports on movements, exercises, visible
forces, and plane patterns as seen near MacDill Air Force Base near Tampa, FL,
Naval Air Station Key West, FL, and Southern Command headquarters in Miami,
FL. They also tried to infiltrate Cuban émigré groups to spy on their intentions
toward Cuba (Pressley, 1998; Rosenberg, 1999). Four of the five Americans took
plea bargains, pled guilty to acting as agents of a foreign power, and served 4 to 7
years in prison. Antonio Guerrero stood trial with four Cuban nationals, and he
was found guilty of conspiracy to commit espionage, despite the fact that no
classified information was involved in these cases. He was sentenced to life in
prison in late December 2001 (Borger, 2001; “Five Cubans convicted,” 2001).5

5 A federal appeals court overturned Antonio Guerrero’s life sentence in August 2005, along with
the sentences of the four Cuban nationals whose trials date from the same period, on the grounds
that these defendants could not have received a fair trial in southern Florida with its population
of anti-Castro immigrants and the inflamed climate of public opinion at that time. The five remain
in prison in 2007 as likely flight risks, while federal prosecutors decide whether to mount another
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Some people simply stole classified information and intended or attempted to profit
from the theft. Others stole information or objects that were closely held or
restricted from public distribution by the government, but were not actually
classified. Albert Sombolay, an Army cannon crewman stationed in Germany in
1990, was an example of someone who provided restricted, but not classified,
materials to a foreign government. He provided deployment information on U.S.
forces, military ID cards, and examples of protective equipment against chemical
warfare to the Jordanian embassy in Brussels, promising them that when he was
deployed to Saudi Arabia shortly during Operation Desert Storm, he would
videotape American positions and equipment and send the tapes to them. He also
offered these services to the Iraqi embassy in Bonn, West Germany, which did not
respond. Sombolay was a native of Zaire who became a naturalized citizen in 1978
and joined the U.S. Army in 1985. Although he claimed to support the “Arab cause”
in the first Gulf War, money and disgruntlement were stronger motives for his
efforts to sell his stolen equipment and information. Sombolay pled guilty to
espionage and contacting the enemy, and was sentenced to 34 years at hard labor
(“U.S. soldier convicted,” 1991; Holthaus, 1991; Brodie, 1991). A more recent
example of theft of classified information for sale is Timothy Smith, whose case is
discussed in more detail below. Smith stole computer diskettes from an officer’s
desk, intending to sell the information to customers he expected to find on the
Internet (Skolnik, 2000).

Others relied on their memories of information they had worked with previously
once they no longer had access to that classified information. Ronald Pelton is an
example of this method, in a case that dates from the 1980s. Pelton telephoned the
Soviets in 1980 offering to sell them information in order to deal with his
bankruptcy. Over a series of meetings, he shared his broad knowledge of National
Security Agency (NSA) intelligence activities gleaned from years of employment at
the agency. Pelton’s debriefings by the Soviets involved no documents; he relied on
his remarkable memory to relay the details of communications intelligence
operations that allowed the Soviets to counter information channels that had cost
U.S. intelligence agencies “hundreds of millions of dollars” to initiate (Engelberg,
1986).

Douglas Groat offers an example from the 1990s of a spy who relied on his memory
of information to which he had access in the past when he had held a security
clearance. Groat had worked for the CIA for 16 years as a burgler—one of the
agency’s operatives whose very secretive job was to break into foreign embassies
abroad and steal codes, cipher systems, and computer chips used to secretly
communicate with their nations’ capitals (Weiner, 1998b). Groat became
increasingly disgruntled and resentful about his treatment and lack of promotion at
CIA. In 1993, he was suspended from the agency and cut off from access to

trial. Meanwhile “The Cuban Five” have become heroes in Cuba, supported by groups that
demand their release, and they have become a cause for pro-Cuba groups in the United States
(Yanez, 2005; Weaver, 2005; Williams, 2005).
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classified information. The CIA did offer him a substitute job and a settlement,
however, from fear that unless he kept his silence, he could destroy the sensitive
operations in which he had been involved. Groat rejected the offers, left his wife,
and spent 3 years traveling the West alone in a recreational vehicle, while he
conducted telephone negotiations with the agency and the FBI over his demands for
enormous payments, reinstatement, hearings, and immunity. In 1997, Groat went
to two foreign embassies in the Washington, DC, area and revealed what he knew
from personal experience about the CIA’s methods of “targeting and the
compromise of the cryptographic systems” they used (Weiner, 1998b, 1998a). He
was arrested in April 1998 and charged with espionage. In September he accepted a
plea bargain in which the espionage charges were dropped, and instead he pled
guilty to extortion for threatening to reveal more secrets unless he were paid $1
million. He was sentenced to 5 years in prison, and allowed to keep his CIA pension
(Weiner, 1998c; “National news briefs,” 1998).

Finally, two individuals claimed that they had access to classified information, and
tried to make money on their claims, when in fact they did not have access. Still
they were prosecuted and convicted of espionage-related offenses. Edward
Buchanan is the only instance of someone who began laying the groundwork for
committing espionage while his TS/SCI clearance was still being processed, before
he had any access. Airman Buchanan was still in training at Lowry AFB, CO, in
April 1985 when he began sending letters to the East German and Soviet embassies
in the United States offering to sell them classified information. He followed up with
phone calls. The Air Force Office of Special Investigations (AFOSI) set up a sting,
and AFOSI agents met Buchanan pretending to be Soviets. Buchanan told them he
wanted to set up a long-term and profitable relationship selling secrets, and he
“sold” the agents unclassified data from an electronics magazine for $1000. He was
arrested at the scene. Interviews revealed that Buchanan was painfully immature
and naive; once he had his access to classified information, he intended to commit
espionage long enough to make the money he needed “to live comfortably,” then he
planned to defect and live in the Soviet Union.® He was court-martialed and
sentenced to 2% years in prison, forfeiture of all pay and allowances, and a
dishonorable discharge (Crawford, 1998).

The other individual who claimed an access he apparently did not have is Shaaban
Shaaban, whose case is discussed in more detail below. He offered to sell the
names of all CIA agents working undercover in Iraq to Saddam Hussein’s
intelligence agents in 2002. Despite failing to produce any names, Shaaban was
convicted in 2006 of acting as an agent of a foreign power and various other
charges, and was sentenced to 13 years in prison (Corcoran, 2006b).

6 This childlike fantasy is strikingly similar to the plans Ariel Weinmann made for himself in
2000. See the case description for Weinmann below.
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Table 7
Frequency of Methods of Access for Espionage Offenders with No Current
Clearance
Method of Access or Type of
Information in the Case n=44 %
Accomplice with access 18 41
Passed unclassified 10 23
information
Relied on memory of classified 7 16
information
Stole classified information 6 14
Claimed access to classified 2 4
information
Stole restricted, but 1 2
unclassified, information and
equipment

Table 7 compares the frequency of the six methods by which individuals with no
access themselves to classified information managed to commit espionage. Relying
on an accomplice who did have access was the most common situation, accounting
for 41% of the instances. Passing unclassified but sensitive information accounted
for the second most common category, in 23% of the cases. Relying on memory
based on past access described seven cases, 16%, stealing classified information
without having access accounted for six cases, 14%, falsely claiming access
accounted for two cases, and stealing restricted, but not classified, information and
equipment characterized one case.

Individuals can commit espionage without themselves having access to classified
information, in the various permutations discussed here, in part because of legal
ambiguities in the espionage statutes of the United States. The laws have evolved
from the early 20t century without benefit of reconciliation between the existing
and the new. Statutes now governing espionage date from the first effort to protect
the government’s secrets in the Defense Secrets Act of 1911. The Espionage Act of
1917 adopted the approach taken in 1911, incorporating many of its key phrases.
Most of the 1917 act in turn has been incorporated without many revisions into 18
U.S. Code 793, the core statute for dealing with espionage. The last revisions in
wording made to section 793 were in 1950 with the Internal Security Act; also in
that act 18 U.S. Code 794 was added. Over the nearly 100 years of use and
interpretation, the legal framework for espionage has grown complicated and
potentially contradictory. New provisions have been added to deal with new
contingencies, but little restructuring of the original framework was done, nor were
attempts made to reconcile new provisions to existing statutes (Edgar & Schmidt,
1973).
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The language that comes down from the 1917 act makes it a crime to disclose or
attempt to disclose national defense information to the injury of the United States
or to the advantage of a foreign power. It does not specify classified information,
since classification of information was not standardized and widely used until
during World War II, starting with an executive order in 1940 (Elsea, 2006a).
Subsequent laws added protection for intelligence sources and methods,
information about nuclear energy or nuclear weapons, patents the government
determined should be controlled, codes and cryptographic information and
methods, communications information and methods, and more. The Economic
Espionage Act of 1996 added protection for “trade secrets.” Some of the later
statutes retained the language of the 1917 Espionage Act by referring to the
protection of national defense information, while other provisions referred to
classified information (Elsea, 2006b). Appendix B lists the main espionage-related
statutes by title and reference, but as many observers have noted, the scattered,
overlapping, and contradictory statutes governing espionage activities cry out for
reorganization and revision by Congress (Epstein, 2007; Barandes, 2007). This
discussion points up the fact that some persons who held no security clearance
and had no current access to classified information have been convicted of
espionage-related offenses, and that it is quite possible to be convicted of
espionage-related offenses for collecting and passing unclassified information.
Foreign agents are often recruited and sustained in countries of interest to collect
publicly available information. The distinction between the broader category of
“national defense information” and the narrower category of “classified information’
is necessary to keep in mind in studying espionage and its related offenses.

)
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CHARACTERISTICS OF ESPIONAGE

Table 8
Characteristics of Espionage

Characteristics 1947-1979 1980-1989 1990-2007
n=66 % n=70 % n=37 %
Intercepted or passed
information
Intercepted 6 9 29 41 6 16
Passed information 60 91 41 59 31 84
Duration
Intercepted 6 9 29 41 6 16
Less than 1 year 14 21 10 14 9 24
1 to 4.9 years 23 35 16 23 15 41
S or more years 23 35 15 22 7 19
Volunteer or recruit n=65 n=35
Volunteer 34 52 46 66 22 63
Recruited 31 48 24 34 13 37
Recruited by n=31 n=22 n=13
Family 2 7 3 14 1 8
Foreign Intelligence 24 77 10 45 8 62
Friend 5 16 9 41 4 30
Method used to begin n=64 n=69 n=30
espionage
Contact foreign agent 8 13 10 15 2 7
Contact foreign 17 27 08 41 9 30
embassy
Go-between 6 9 3 4 0 0
Other methods 2 3 3 4 2 7
Internet 0 0 1 1 4 13
Recruited 31 48 24 35 13 43
Location where espionage n=64 n=69
began
Outside U.S. 26 40 16 23 9 24
U.S. east coast 28 44 24 35 18 49
U.S. west coast 5 8 18 26 6 16
Other locations in U.S. 5 8 11 16 4 11
Location where espionage
began, n=26 n=16 n=9
outside the U.S.
Western Europe 21 81 2 12 1 11
Asia ar}d Southeast 3 11 3 19 3 33
Asia
I}Lj‘_?lsi(‘;irn Bloc/Soviet 9 3 10 63 0 0
Africa 0 0 1 6 0 0
Middle East 0 0 0 2 23
Central and South 0 0 3 33

America
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Characteristics 1947-1979 1980-1989 1990-2007
Number of individuals
passing information to n=65 n=65 n=36
recipient regions
Western Europe 2 3 3 5 2 6
Soviet Union/Russia 42 65 38 58 5 14
Eastern Bloc 14 22 11 17 0 0
Asia ar.ld Southeast 3 5 3 12 9 25
Asia
Africa 1 1 2 3 1 3
Middle East 0 0 6 16
Central or South 1 1 9 3 8 29
America
Al Qaeda 0 0 1 2 4 11
USA (sent to a legal
aid organization for 0 0 0 0 1 3

Guantanamo
Bay detainees)

Table 8 summarizes variables that describe how selected characteristics of the act
of espionage itself by Americans have changed over time. The rate of interception or
discovery before information could be passed highlights one of the ways in which
the 1980s differed from both the earlier and later periods. While 90% of individuals
before 1980 did pass information, during the 1980s only about 60% of espionage
attempts were successful in passing information. A larger proportion of young,
inexperienced members of the military tried espionage in the 1980s, driving the rate
of interception up. After 1990, the proportion of those who did pass information
increased again to 84%. A number of factors could underlie their increased rate of
success, including the shift to older, better educated individuals among those who
began espionage since 1990, and the post-Cold War context in which instead of the
Soviet Union as the one main competitor, many different countries target the
United States for intelligence, providing more foreign customers for the fruits of
espionage by Americans.

Duration of espionage careers by Americans also reflects this pattern in which the
1980s are anomalous. Before 1980, lengths of espionage career broke down roughly
into thirds: one third was caught immediately or within 1 year, one third spied for
between 1 and 5 years, and one third spied for more than 5 years, sometimes for
decades. During the 1980s, this proportion shifted toward a shorter duration, in
which 55% were caught before they had spied for 1 year, 23% persisted between 1
and 5 years, and another 22% spied for more than 5 years. Since 1990, American
spies as a group again have shifted toward more prolonged espionage careers
compared to the 1980s: for the most recent cohort, 40% were caught immediately
or within 1 year, another 41% spied for 1 to 5 years, and 19% continued for more
than 5 years. As more offenders who began in the recent period are brought to
light, these proportions may change.
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The pattern over time of whether Americans volunteered or were recruited into
espionage does not follow that of the previous two variables. Between 1947 and
1979, roughly half of American spies were recruited, the other half volunteered.
During the 1980s, this proportion shifted as more individuals volunteered, and the
pattern showed that two thirds volunteered and one third of them were recruited.
This pattern has largely persisted into the recent period, with 63% volunteers and
37% recruits (for one individual in the recent period, it is unclear from open
sources whether he volunteered or was recruited).

Changes over time in who was recruiting Americans into espionage were also
analyzed. The numbers of those known to have been recruited, whether by a family
member, a friend, or a foreign intelligence service, are comparatively small. In the
early period intelligence services were the predominant recruiters, when these
services lured 77% of the 31 recruited spies into espionage. That proportion
dropped to 45% of the 22 recruits during the 1980s, when more young military men
convinced their buddies to get into the game with them and several notorious
family spy rings—notably the Walkers—came to light. Since 1990, foreign
intelligence services have again become the recruiting source for the majority of the
13 recruits, with 62% of recruits to their “credit.”

Shifts over time in methods by which individuals began spying reflect the end of the
Cold War and the appearance of the Internet. The two most popular methods to
initiate an offer to spy have been to contact a foreign intelligence agent directly, or
to contact a foreign embassy. During the 1980s, when the Soviet Union was the
main customer for American intelligence, 40% of volunteers began their espionage
by telephoning or walking into an embassy. Since 1990, the use of embassies has
decreased, while more would-be spies have taken advantage of innovations in
communications, including the 13% who chose the Internet to initiate their offers of
espionage.

In considering the locations in which individuals initiated or were recruited for
espionage, certain locations have been more frequent than others. In the early
period, more espionage began overseas than in the two later periods; from two fifths
of persons who began overseas, the proportion declined in the 1980s, as well as in
the recent past, to one quarter. East Coast locations in the United States
predominated in both the earlier and latest periods, in nearly one half the
instances, while during the 1980s, the choice of locations was more evenly divided
between East and West Coasts and other U.S. venues. Intelligence agencies and
government and military headquarters are concentrated on the East Coast and
around the national capital, and this geographical clustering probably explains the
focus for more espionage attempts on the East Coast.

Of those who initiated espionage from locations outside the United States, the shift
in venues between time periods is dramatic. Between 1947 and 1979, four fifths of
overseas espionage initiatives occurred in Western Europe. During the 1980s the

focus shifted to the Eastern Bloc and the Soviet Union, with two thirds acting from
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those locations. Since 1990, the small subset (nine individuals) of those initiating
espionage from overseas has been spread around the globe: three initiated
espionage from Asia or southeast Asia, three from Central or South America, two
from the Middle East—a first appearance for that region as a location from which to
initiate espionage—and only one from Western Europe. Over the three time periods,
initiatives from Asian locations have increased steadily from 11% before 1980, to
19% during the 1980s, to 33% in the most recent period.

40 ~ ? 38
% 7
35 | % % @ Western Europe
% % Soviet Union/Russia
30 ; f O Eastern Bloc
25 % ; @ Asia and SE Asia
% % B Africa
20 é é o Middle East
15 - ?14 % B Central or South America
%_ %11 B Al Qaeda
10 ¥ 18
g % B USA
5 el 13 3
1947-1979 1980-1989 1990-2007

Figure 1 Number of American Spies Sending Information to Various Recipients
by Region

The final variable in Table 8 compares the regions or countries to which individuals
have sent or tried to send information during espionage. The same information is
depicted in chart form in Figure 1. The predominance of the Soviet Union as the
customer of choice during the Cold War is obvious during the first two periods, as
is its precipitous falling off since 1990. Since most information sent to Eastern Bloc
countries during the Cold War also went to the Soviets, it makes sense to combine
percentages for the Soviets with the Eastern Bloc countries. Doing this credits the
Soviets with being the ultimate recipient for 87% of information from individuals
between 1947 and 1979, and the recipient for 75% of individuals during the 1980s.
With the final collapse of the Soviet Union in 1991, the percentage of those sending
information to Russia dropped to 15%, and to former Eastern Bloc countries, to
none.

A few individuals in each period found recipients in Western Europe or in Africa,
but percentages sending to these regions have remained small in all three periods.
The trend for Asian or Southeast Asian countries to serve as recipients of American
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intelligence shows a steady increase: from 5% in the early period, it increased to
12% in the 1980s, and to 26% since 1990. The trend for Central and South
American countries shows a marked increase since 1990; while only a small
percentage appears in the two earlier periods, 22% of individuals chose to send
information to that region in the recent past, largely to Cuba.

Al Qaeda first appears as a recipient in the mid-1980s from Ali Mohamed, who
joined the U.S. Army in 1986 and stole classified documents, manuals, and training
materials that he passed on to henchmen of Osama bin Laden in the United States,
during the early phases of bin Laden’s organizing a terrorist network (Waldman,
Seib, Markov & Cooper, 2001). Four more Americans are known to have tried to spy
for Al Qaeda or other related terrorist groups since 2000: Timothy Smith, who stole
information intending to contact terrorists online; Ryan Anderson, a Washington
State National Guardsman, who tried to contact local terrorist cells over the
Internet; Hassan Abujihaad, who is accused of sending U.S. Navy ships’ location
reports and advice on attack options to an Al Qaeda affiliate in England; and
Almaliki Nour, whose contacts in Iraq appear to have included Al Qaeda (Skolnik,
2000 [Smith]; Rivera, 2004 [Anderson]; “Ex-sailor charged,” 2007 [Abujihaad];
Goldstein, 2007 [Nour]). These four recent cases with terrorist ties are discussed in
more detail later in this report. The growth of a global yet stateless terrorist network
has reframed the challenge of countering espionage. In two of these five instances,
Ali Mohamed and Hassan Abujihaad, American citizens not only offered to support
Al Qaeda by supplying information, but they also explicitly supported the terrorist
agenda.
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CONSEQUENCES OF ESPIONAGE

Table 9
Consequences of Espionage

Characteristics 1947-1979 1980-1989 1990-2007
n=66 % n=70 % n=37 %
Payment n=53 n=66 n=27
none 18 34 39 59 22 81
$50 - 999 3 6 7 11 0 0
$1,000 - 9,999 7 13 7 11 2 8
$10,000 - 99,999 15 28 8 12 1 4
$100,000 — 999.999 7 13 4 6 2 7
$1 million or more 3 6 1 1 0 0
Initial prison sentence, in years n=65 n=68 n=33
None 14 22 S 7 2 6
.1-49yrs 8 12 15 22 12 37
5-9.9yrs 10 15 12 18 9 27
10 - 19.9 yrs 12 19 14 21 2 6
20 -29.9 yrs 4 6 10 15 2 6
30 -39.9 yrs 4 6 6 9 1 3
40 yrs 2 3 1 1 1 3
life in prison 11 17 S 7 4 12
Outcomes othe1j than beling n=14 n=4 n=2
sentenced to prison at trial
Discharged 1 7 0 0 2 100
Defected 5 36 2 50 0 0
Granted immunity 2 14 2 50 0] 0
Suicide 4 29 0 0 0 0
Died 1 7 0 0 0 0
Exchanged 1 7 0 0 0 0

Table 9 compares three variables related to the consequences for American citizens
of being caught betraying the country’s trust through espionage. Data on payment
received suggests that moneywise, espionage has been increasingly a losing
proposition.” The proportion of those who received no payment at all increased from
34% before 1980 to almost 59% during the 1980s, and to 81% in the recent period.
This reflects several trends. During the 1980s more would-be spies were
intercepted—recall from the discussion above that interceptions increased from 9%
to 40% in the 1980s—while since 1990 a larger proportion of spies have been acting

7 The amount of money paid to spies is often hard to determine. Some succeed in hiding or lying
about payment they received; for others, authorities prefer to acknowledge only vague figures.
Figures available in open sources were coded, and no attempt was made to correct for the
changing value of the dollar over time.
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from divided loyalties and their commitment to another country or cause, and they
have not received money for their work.

Table 9 shows that in most categories of payment, this trend toward declining
payment over time can be seen: in all but one category, a smaller proportion of
espionage offenders in the later two periods received as much as those in the early
period, except for those making less than $1,000, where the number making less
than $1,000 doubled in the 1980s. Collapsing the fourth and fifth categories of
payment, while 40% of spies between 1947 and 1979 made between $10,000 and
$999,000, and three individuals became millionaires, only 18% received that much
in the 1980s, and only 11% did so since 1990. There are more missing data for this
variable than there are for many others discussed here.

Americans have been making less money at espionage over time, while their
chances of doing time in prison have increased. From 22% who served no time in
prison in the period before 1980, only 7% in the 1980s, and 6% after 1990 escaped
prison terms. There has been a shift in prison terms to the shorter sentences over
the three time periods, with “one-month to five-year” and “5S-year to 10-year”
sentences nearly doubling since 1990 when compared to the earliest period. On the
other hand, sentences of life in prison declined from 17% to 7% during the 1980s,
but since 1990, life sentences have increased again to 12% of the total.

For those accused of espionage, outcomes other than a trial and prison are
occasionally possible. The third variable in Table 9 reports the numbers of
individuals who experienced other outcomes. One sizeable category is defections
during the Cold War, and another is death before conviction, usually by suicide.
Five individuals have been discharged or granted immunity, often for issues with
the prosecution’s case or for lack of evidence, and one spy was exchanged.
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MOTIVATIONS

Table 10
Motivations of Individuals for Espionage (92 persons held a sole motive; 81
persons held multiple motives)?

Characteristics 1947-1979 1980-1989 1990-2007
n % n % n %
Money
Sole motive 20 47 26 74 1 7
Primary among multiple motives 10 43 21 60 9 39

Divided loyalties

Sole motive 7 16 4 11 8 57

Primary among multiple motives 6 27 5 14 9 39
Disgruntlement

Sole motive 7 16 2 6 3 22

Primary among multiple motives 5 22 3 9 3 13
Ingratiation

Sole motive 9 1 3 2 14

Primary among multiple motives 1 4 6 17 2 9
Coercion

Sole motive 4 9 0 0 0 0

Primary among multiple motives 1 4 0 0 0 0
Thrills

Sole motive 1 3 1 3 0] 0]

Primary among multiple motives 0 0 0 0 0 0
Recognition or ego

Sole motive 0 0 1 3 0 0

Primary among multiple motives 0 0 0 0 0 0

Table 10 compares the motivations of individuals to commit espionage over the
three time periods considered here. While in an earlier section changes were
considered in the incidence of divided loyalties as a motive, here the comparison is
made across all the typical motives over time.

Assigning the motivation for committing espionage is often most accurate when
motivation is inferred from evidence available while the crime was being committed,

8 Group 1 (1947-1979): sole motive = 43 persons; multiple motives = 23 persons; total = 66.
Group 2 (1980-1989): sole motive = 35 persons; multiple motives = 35 persons; total = 70. Group
3 (1990-2007) sole motive = 14 persons; multiple motives = 23 persons; total = 37. Percentages in
this table reflect the number of persons in each time period who had either sole motives or
multiple motives. For example, in the group that began espionage between 1947 and 1979, 4
persons had a sole motive of ingratiation, which is 9% of the 43 persons who began in that period
who had sole motives.
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rather than from the self-justifications of the offender after the fact. Like most
criminals, once caught, spies see their own past intentions and the pressures that
may have affected their behavior in a changed light. For some individuals, their
retrospective justifications are the only evidence available about their motives. Sole
motives were coded for persons who appeared to have only the one reason for
spying, and if an individual held multiple motives, an attempt was made to rank
these motives in their order of importance to the person. Inevitably this was a
subjective judgment based on the evidence available from open sources. For each
motive reported in Table 10, the number of those with a sole motive is shown first,
then the number of persons with multiple motives for whom this was the primary
one.

Americans who spied during the first two time periods considered here most often
did so for the money. For 47% of offenders in the early period, money was their sole
motive, and that proportion jumped up to 74% who spied solely for money during
the 1980s. The 1980s were years of considerable public soul-searching over what
the influx of mercenary spies said about the state of American values (Lentz, 1985;
Molotsky, 1985; Brock, 1987). Possibly the state of American values has improved
in the recent past because since 1990, the number of citizens spying solely for
money has dropped to one. Among those with multiple motives in which money was
primary among them, a comparable pattern holds over the three time periods, with
43% spying primarily 